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AHHOTALIUA
MPOT'PAMMBI YYEBHOM JUCIUIIIMHBI
HNPOEKTUPOBAHUE U TEXHUYECKOE COITPOBOXIEHUE
KOMIIBIOTEPHBIX CETEH

PabGouas mporpamMmma y4eOHOM ITUCHMIUIMHBI pa3paboTaHa B COOTBETCTBUU C
OI'OC mno cnemuanbHoctu CIIO: 09.02.07 «MHpOopMaMOHHBIE CHUCTEMBI H
MPOrpaMMHUPOBAHKEY», YTBEPKIECHHOTO MpUKa3oM MuHUCTEpcTBa 00pa3oBaHUs U
Hayku Poccuiickoii @enepanum Ne 525 or 14 mas 2014 roma, a Ttakxke
ucnonb3oBaics [Ipodeccronanbupiii cranaapt «CHCTEMHBIA aAMUHUCTPATOP
MH(POPMAIIMOHHO-KOMMYHUKALIMOHHBIX ~ CUCTEM», yTBepxkaAeHHbIH [Ipukazom
MunucTtepcTBa TpyAa U colanbHol 3amuTel PO ot 9 nekabps 2016 roga Ne 1547
u [Ipodeccuonanbhuspiii cranaapt 06.035 «Pazpaborunk WEB u mynpTume anitHpix
npwiokeHni", yrBepxkaeHHbld [Ipukazom MwuHucCTEpCTBAa Tpylda M COLMAIBHOMN
3amuThl PO ot 18 suBaps 2017 r. Ne 44H.

OobsaacTh npuMeHeHUs padoyeil NPOrpaMMbl.

[Iporpamma yueOHOW aucuuruinHbl «lIpoekTupoBaHMEe W TEXHUYECKOE
CONPOBOKJIECHUE KOMIIBIOTEPHBIX CETEN» BXOAUT B BAPUATUBHYIO YaCTh OCHOBHOM
npodeccruoHaIbHOM 00pa30BaTEIBLHON MPOrpaMMBbl CpeTHEro MpodhecCUOHATBHOTO
oOpazoBanus 6a30Boi MOATOoTOBKU B co0TBeTCTBUU ¢ PI'OC no criennaibHOCTIM
CIIO.

PaGouas mporpamma yueOHOW NUCHUHUILIMHBI MOXET OBITh MCIOJIb30BaHA B
JIOTIOTHUTENIBHOM — TIpO(pecCHOHaIbHOM  00pa3oBaHMKM U IpodeccHoHaIbHOM
MOJIFOTOBKE MO MpO(MII0 OCHOBHOW MPOQECCHOHATBHON 00pa30BaTeIbHOM
IPOrpaMMbl CPeHETO MPOdeCcCUOHATBHOTO 00pa30BaHUS.

esu 1 3an0a4u y4eOHOI JUCHUIINHBI:

Lenpio n3ydeHus: MUCUMILTMHBI ABJISETCS MPUOOpPETEHNE 3HAHUM O METOaxX
IPOCKTUPOBAHHUS, TEXHOJOTUSAX U HABBIKOB COMNPOBOXKIEHUS W  Pa3BUTHUS
UHPPACTPYKTYPbl KOMITBIOTEPHBIX CETEH, KOTOPHIE MOXKHO IPUMEHUTH TIPU paboTe
B KQUECTBE CIIELUAIINCTA MO CETSIM.

ITo okonuanuio kypca oOydaromuecss OyayT MOATOTOBIEHBI K pabore Ha
CIEAYIOIINX JOJDKHOCTAX: Muanmuii ceTeBodM aJIMHUHUCTpaTop, Muagmmi
CHEUANINCT [0 aJAMUHUCTPUPOBAHUIO CETEBBIX YCTPOMCTB, CHemualnuct 1o
CETEBOMY aJMUHUCTPUPOBaHHIO, CHENUaIUCT M0 aAMUHUCTPUPOBAHUIO CETEBBIX
ycTpoiicTB, CeTeBOil aAMUHHUCTPATOP.

Mecto yueOHoii AMCUMILIMHBI B CTPYKTYpe OCHOBHOH
npo¢eccuoHAIbHOM 00pa30BaTe/IbHOMH MPOTrPaAMMBbI

Jucuunnmuaa  «lIpoekTupoBaHME U TEXHHYECKOE  CONPOBOXKICHHUE
KOMIIBIOTEPHBIX CETEI» OTHOCUTCS K IIUKITY OOIIeNpOPeCcCHOHANBHBIX JUCIUILTHH.

OcHOBHBbIE TUIAKTHYECKHE eMHULBI (TE€MbI)

Tema 1. CoBpeMeHHBIE CETEBbIE TEXHOJIOTUU

Tema 2 Hacrtpolika ceTeBoii oneparmioHHONW CHCTEMBI
Tema 3. CereBbie MPOTOKOIBI 1 KOMMYHHUKAITUU
Tema 4. CereBoii noctyn

Tema 5. Ethernet



Tema 6. CereBoii ypOBEHb

Tema 7. IP agpecanus

Tema 8. Pasnenenue IP ceteil Ha nonceTu

Tema 9. Co3nanue HEOONBLION CETH

Tema 10. Konuenuust MapiipyTuzanuu

Tema 11. Cratnueckas 1 JMHaAMUYECKas MaplIpyTH3ALMs
Tema 12. KomMmyTupyemsie cetu

Tema 13. Kondurypanust koMMmyTaTopa

Tema 14. Ceru VLAN

Tema 15. Crincku KOHTpOJIS 1O0CTyNa

Tema 16. DHCP

Tema 17. Ilpeo6pazoBannie NAT pis [Pv4

Tema 18. YcrpoiicTBa — oOHapykeHHe, yIpaBIeHUE U 00CITy)KMBaHUE

B pesynbraTe ocBoeHHS yueOHOW AMCHMUIUIMHBI OOYYalOUIMICS TOJIKEH
yMeETb!

— BBINOMHATE  YCTAaHOBKY CETEBBIX YCTPOMCTB (KOHIIEHTPATOPOB,
MOCTOB, MaplIpyTU3aTOPOB, IILII030B, MOAEMOB, MYJIbTUILIEKCOPOB, KOHBEPTEPOB,
KOMMYTaTOpOB);

- BBINONHATh MNOJKIIOYEHUE CETEBBIX YCTPOMCTB (KOHLIEHTPATOPOB,
MOCTOB, MapuIpyTHU3aTOPOB, IILIF030B, MOAEMOB, MYJIbTHUILUIEKCOPOB, KOHBEPTEPOB,
KOMMYTaTOPOB);

- BoeimonHATh  TIpOBEPKY pabOTOCTIOCOOHOCTH — aIMUHUCTPUPYEMBIX
CETEBBIX YCTPOMCTB;

- BhINoIHATH MPOTOKOJIUPOBAHKUE COOBITUH, BOSHUKAIOIIUX B MPOIIECCe
YCTAHOBKHM aIMUHUCTPUPYEMBIX CETEBBIX YCTPOMCTB;

- BbBINONHATh TOKYMEHTUPOBAaHUE IE€PBOHAYAIBHBIX U H3MEHEHHBIX
napaMeTpoB YCTAHOBKH aAMUHUCTPUPYEMBIX CETEBBIX YCTPOICTB.

- [ToaxkntoueHne CpeACTB YIPABICHUSI CETEBBIMU YCTPOWCTBAMU;

- WNucTtannsmus ceTeBoro mporpaMMHOTO 00ECTICUEeHHUS;

— KondurypupoBanue 06a30BBIX MHapaMeTpOB ONEPANMOHHBIX CHCTEM
CETEBBIX YCTPOMNCTB U CETEBBIX HHTEP(EHCOB;

- BoeimonHAT,  TIPOBEPKY — MPaBUIBHOCTH  yYCTAaHOBKM  0a30BOM
KOH(UTYypalluid CETeBBIX YCTPOMCTB U TMPOrpaMMHOr0 oOecreueHus B
COOTBETCTBHUH C PyKOBOJICTBOM MH)KEHEDA,;

- BeImoHATh KOHGUTYpUPOBAHUE TTPOTOKOJIOB CETEBOTO, KAHATHLHOTO U
TPAHCIIOPTHOTO YPOBHS,

- BoinonHATh NpoBepKy (YHKIIMOHUPOBAHUSI CETEBBIX YCTPOMCTB MOCTE
YCTaHOBKHY W HACTPOWUKH MPOTPAMMHOTO 00ECTICUCHHST;

— BeImonHATE OKyMEHTHpOBaHHE 0a30BOM KOH(PUTYpAIMH CETEBBIX
YCTPOMCTB M MPOrpaMMHOr0 oOOecrnedeHus i MOCIEAYIOLEro KOHTPOJIS
HENPOTUBOPEYMBOCTH,  LEIOCTHOCTH, IPOBEPSIEMOCTH U IOBTOPSIEMOCTH
KOHQUIypallul CEeTEeBBbIX YCTPONCTB W MPOrpaMMHOro oOecredyeHusi B XOe
JKCIUTyaTallHHu;
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- ONMKCHIBATh CYIIECTBYIOIIYIO KOMIIBIOTEPHYIO CE€Th, ONPEIEIAThH
TpeOoOBaHus (BIUSAHUE MCIOJb3yEMbIX NMPHIIOKEHUM, TpeOOBaHUS IMOJIb30BaTENEH,
TEXHUYECKHUE MapaMeTpsl U Jp.);

- pa3pabaTbiBaTh TEXHUYECKHME M KOMMEpPYECKUE MPEUIOKEHUS 10
CO3JaHHIO0 U MOJIEPHU3ALNN KOMIIBFOTEPHOMN CETH JJIs1 KOMIUICKCA 3/1aHUM;

- IPOEKTUPOBATh MPOCTYI0 KOMIIBIOTEPHYIO CETh C HUCIOJIb30BAHHEM
texHosiorut Cisco (pa3pabatbiBath cxemy I[P-agpecanuu, COOTBETCTBYIOUIYIO
TpeOOBaHUSAM  JIOKaJbHOM  KOMIBIOTEPHOM  CETH;  COCTaBIATh  CIIMCOK
0o00OpyAOBaHMUs,  COOTBETCTBYIOLIEIO  TPEOOBAHMSIM  NPOEKTa  JIOKAJIbHOM
KOMITBIOTEPHOMN CeTH; Moay4daTh U OOHOBIATH mporpamMmmHoe oOecrieueHue Cisco
IOS nns ycrpoiicts Cisco).

- co37aBaTh JIOKAJIbHYI0 CE€Th B COOTBETCTBUU C YTBEPKIACHHBIM
OpOoeKToM: (HacTpauBaThb KOMMYTATOp ¢ HojAep:kkoi TexHojgorun VLAN wu
COCIMHEHUN MEXIy KOMMYTaTOpaMH; HACTPauBaTh MPOTOKOJbI MapUIpPyTHU3AIUH
yctporicTB Cisco; co3/aBaTh KaHajbl B KoproparuBHOU cetn WAN; HacTpauBaTh
¢unbTpanuo Tpaduka ¢ UCMOJIB30BAHUEM CIUCKOB KOHTPOJISL OCTYIIA; BHEAPSATH
COUCKHA JIOCTyNHa, TMO3BOJISIIONIME  pa3pemarb WM OTKIOHATH  Tpaduk
OTIPEJICTICHHOTO TUTIA;

- NPOBOAUTH HCHBITaHUS Ha mpoToturie cetu WAN U ycTpaHATH
HENOJIAJIKA B KOPIIOPATUBHBIX CETSIX.

B pesynbraTe ocBoeHHS yueOHOW AMCHUILUIMHBI OOYYalOUIUICS TOJIKEH
3HATH!

- KoHuemnmuio pa3paboTKyi KOMITBIOTEPHBIX CETEH.

— [Toaxoas! K onpeaesIeHUI0 TPEOOBAHNUM K KOMITBIOTEPHOH CeTH

- [IpyHUMIIBI ONTMCaHUS CYIIECTBYIOMIEH KOMITBIOTEPHOMN CETH.

- [IpyHUMNBI  ONpENENCHUE BIMSHUSA NPWIOKEHUNW HA  IPOEKT
KOMITBIOTEPHOU CETH.

— MeToabl co3qaHusl NPOEKTa KOMITBIOTEPHOM CETH.

- [IpuHnums! npoektupoBanus [P-aagpecannu B KOMIIBIOTEPHOU CETH.

- TexHonoruum Cco34aHMsl NPOTOTHINIA KOMIBIOTEPHOM CETH s
KOMIUIEKCA 31aHUMN.

— MeToapl OpOBEIECHUS HCIBITAHUM Ha MPOTOTUIIE KOMIBIOTEPHOU

CETH.

- Crioco0bl co3aanus yIaJeHHOTO TOKITIOUCHHUS.

— OYHKIUY CITYKOBI TOIIEPKKN yIaJICHHBIX MOJTH30BATEICH.

— MeTonbl MOATOTOBKHA NPEAJIOKEHUS IO CO3IAHUI0 KOPIOPATHBHOU
CeTH.

- Tunsl [P-aapecoB u meTonbl ux nonydenus. DHCP.

- MuoroypoBHeBy10 Mmoaenb OSI u ceTeBble TPOTOKOBI

— Yrpo3bl 0€30MaCHOCTH B JIOKAJTbHOM KOMIBIOTEPHOU CETH. MeToabl
aTakK U MOJUTUKA OE30MaCHOCTH.



- OcCHOBHBIE CETEBBIE CIIYKObl. ApXHMTEKTypa KiIHeHT-cepBep. [P-
CEPBUCHI M MPUHIUIBI UX PAOOTHL. DneKTpoHHAas noura. Ciayx0a JOMEHHBIX UMEH
DNS

- Apxurektypy 1 Bo3moxkHocTu cuctemsl Cisco [10S.

- OCHOBHBIE TPOTOKOJIBI MAPIIPYTH3ALUH

— Crpyktypy [P-agpecanus B JIBC.

- Merons! Tpancisanuu aapecoB NAT u PAT

bazoBeie HacTpoiiku mapupytuzatopa Cisco ISR. Hactpoiika Cisco
ISR B SDM, ¢ ncnons3oBanuem [0S CLI.

— bazoBrie Hactpoitku kommyTtaTopa Cisco Catalyst 2960.

- MexaHu3Mbl pE3EPBHOTO KOIUPOBAHUS U aBapUIHOIO
BOCCTAaHOBJICHHUS B CETH

— kopriopatuBHbie cetH, cetd LAN, WAN, texnosnorust VLAN;

- UH(PaACTPYKTypa KOPIIOPaTUBHOM CETH;

- agpecanus U KOMMYTAaIusl B KOPIIOPATUBHOM CETH;

- MapuipyTu3anus B KOPIOPATUBHOW CETH (IO MPOTOKOIY COCTOSHHUS
KaHaJla WU Ha OCHOBE BEKTOPOB pACCTOSIHUS, IPOTOKOJIBI BHYTPEHHEU
Mapuipytuzanuu Mexay nuirozamu EIGRP w mpeanoutenus kpartyaidmero myTH

OSPF);

B pesynbraTe ocBOeHMs y4eOHOW MHMCIUIIMHBI OOYYarOIIUICS JOJKEH
MOJIYYUTh HABBIKU:

— Omnpenenenus TpeOOBAaHUN K CETH

— OnucaHus CylIECTBYIOIIEH CETH.

— OnpeneneHus BIUSHUS IPUTIOKEHUN HA MMPOEKT CETH.

— Co3naHus MpoeKTa CETH.

— Hcnonp3oBanus [P-agpecanuu B MpoeKTe CETH.

— Co3nanus MPOTOTUIIA KOMITBIOTEPHOM CETH /I KOMILUIEKCA 3/JaHU.

- HcnbiTanus Ha IPOTOTUIIE KOMITBIOTEPHOM CETH.

— Opranuzanuu yJ1aJleHHOTO MOKIF0YEHUSI.

— [Monnepxku yaaneHHBIX MTOJIb30BaTEIICH.

- [ToaAroToBKM NpEIIOKEHUS TI0 CO3JaHUI0 KOPIIOPATUBHOM CETH.

- HAaCTPOMKN KOMMYTAaIlUM B KOPIIOPATUBHOM CETH;

— HACTPOWKHM ajapecanuu B ceTH Ha Oasze TtexHosoruii VLSM, NAT wu
PAT,;

- HACTPOWKH TIPOTOKOJIOB MapIIpyTu3anuu Ha 6a3e mpotokonoB RIPv2,
EIGRP, OSPF;

- CO3JIJaHHUsI W HACTPOWKHM KaHaJOB KOPIOpPATUBHOM ceTh Ha 0aze
texnonoruii PPP, PAP, CHAP u Frame Relay;

— HACTPOMKM MeXaHu3MOB (QuibTpanuu Tpaduka Ha Oa3e CIHUCKOB
koHTposs gocrymna (ACL);



- yCTpaHEHUs NpoOJeM KOMMYTallud, CBSI3M, MAapUIpyTH3alUd U
koH(purypauuu WAN;

- ¢unabTpauuKd, KOHTPOJIS M oOecredyeHHus Oe30MaCHOCTH CETEBOIO
Tpaduka;

- MOHHUTOpPUHIa pabOThl CETH, OOCJIEeNIOBaHHUS U MOJECPHU3ALMU
CETEeBOro 00OpPYAOBAHMUS;

- aHaiM3a, MPOEKTUPOBAHUS M HACTPOMKHM CXEM NOTOKOB Tpaduka B
KOMIIBIOTEPHOU CETH;

- OLICHKM KayeCTBa U COOTBETCTBUS TPEOOBAHUSAM MPOEKTA CETH;

- aHanu3a TpeOOBaHMI 3aKa3uMKa U MPOEKTHUPOBAHUS KOMIBIOTEPHOMU
CETH.

N3yuyenue naHHOM y4eOHOM IMCUMIUIMHBI HAIpaBiI€HO Ha JOCTH)KEHUE
o01reo0pazoBaTeIbHbIX, BOCIIUTATEIbHBIX U MPAKTUYECKUX 3a/]1a4, Ha JajibHeiiiee
pa3BUTHE JTUYHOCTHBIX CIIOCOOHOCTEHN M JanbHENIIETO MPO(heCcCHOHATBHOIO POCcTa
BBIMYCKHUKA-0yIyIIETr0 CIEeIUaINCTA.

OBIIME IMOJIOXKEHUSA

PaGouass mnporpamma yueOHoM aucuumuiuebl  «lIpoekTupoBanue U
TEXHUYECKOE  COMPOBOXKJEHHUE  KOMIIBIOTEPHBIX  CeTel»  paspaboTaHa B
cootrBeTcTBUM ¢ PI'OC mo crnenuansHOCTH CIIO: 09.02.07 «MHDOpMaIMOHHBIE
CUCTEMBbl M TNPOTPAMMHUPOBAHUEY», YTBEPKIACHHOIO MPHUKa3oM MUHUCTEPCTBA
obOpazoBanus u Hayku Poccuiickoit deneparuu Ne 525 ot 14 mas 2014 roga, a
TaKxe HCIIOJIb30BaAJICA [TpodeccronanbHpIN CTaHJIapT «CHUCTEMHBIN
aIMUHHACTPATOP MH(POPMAITMOHHO-KOMMYHHKAIIMOHHBIX CHUCTEM», YTBEPIKICHHBIN
[Ipukazom MunucTepcTBa Tpyaa U conranbHOM 3amuTel PO ot 9 nexabps 2016
roga Ne 1547 u Ilpodeccuonanpubiii ctangapt 06.035 «Paszpaborunk WEB wu
MYJITUMEAUNHBIX MpUiIoKeHUi'", yTBepxkaeHHbId IIpukazom MuHHCTEpCTBA
Tpyaa u conuaibHOM 3amuThl PO ot 18 suBaps 2017 1. Ne 44H.

[Iporpamma yueOHOM muctnuiuinHbl «lIpoekTHpoBaHWE W TEXHUYECKOE
CONPOBOXKJIECHUE  KOMIBIOTEPHBIX  CETEW»  SBIAETCS  YacThblO  OCHOBHOM
npodeccruonansHO 00pa3oBaTEeIBLHON MPOTPaMMBI CPETHETO TPO(ECCHOHATHFHOTO
obOpazoBaHus 0a30BoOM MOATOTOBKK B cO0TBeTCTBUU ¢ PI'OC 10 criennaibHOCTSIM
CIIO.

PaGouas mporpamma y4eOHON NMCIMIUIUHBI MOKET OBITh HCIIOJNIB30BaHA B
JIOTIOTHUTENIBHOM  TIpo(pecCoHambHOM  00pa3oBaHMKM U TPO(dhecCHOHATBHOM
MOATOTOBKE TIO MPOQPUII0 OCHOBHOW MNPOQPECCHOHATBHON 00pa30BaTeIbHOM
MPOTPaMMBI CPEAHETO PO(hECCHOHATHFHOTO 00pa30BaHUS.

PE3YJIBTATBI OCBOEHUA JIUCIUIIJIMHBI, ITIOJAJIEXKAILIIUE
ITPOBEPKE:



Koa u Ha3zBanue KoMIeTeHIMii

Tema

KoMnoHeHTsI, cOCTaBHbIE YaCTH
OK

OK 1. Beibupath ciocoObl penieHus 3aaa4d 1.1 -1.7 | OK 1. Bsibop cioco6oB pemieHus

npodecCHOHAIBHON IeATEIHHOCTH, 2.1 —2.9 | 3amad nmpodeccruoHAIbHON

MIPUMEHHUTEIHFHO K Pa3IMYHbIM KOHTEKCTaM JESATCIILHOCTH, IPUMEHUTEIHHO K
pa3IUYHBIM KOHTEKCTAM

OK 2. Ocy1ecTBasATh MOUCK, aHATIU3 U 1.1 -1.7 | OK 2. [louck, ananus u

WHTEPIIPETAINIO HHPOPMAITUH, 2.1 — 2.9 | uaTepnperanys HHPOPMAIIHH,

HEOO0XOAMMOM 1Sl BBITIOJTHEHHS 3a1a4 HEOOXOIUMOM TSI BHITIOJTHEHUS

npohecCHOHATBFHON IEATEILHOCTH 3a1a4 npoeccnoHaIbHON
JIeSITeTbHOCTH

OK 3. I[InanupoBaTh U peai30BbIBaTh 1.1 -1.7 | OK 3. [InanupoBaHue U peanusanus

cobcTBeHHOE MPO(HEeCCHOHATBFHOE U 2.1 — 2.9 | cobcTBeHHOTO TTPOPEeCcCCHOHATEHOE U

JMYHOCTHOE Pa3BHUTHE. JTUYHOCTHOTO PA3BUTHSI.

OK 4. PaboTaTh B KOJUIEKTUBE U KOMaHJIE, 1.1 -1.7 | OK 4. Ymers paboTaTh B

3P PEKTHBHO B3aUMOJICHCTBOBATH C 2.1 — 2.9 | KOJJIEKTHBE U KOMaHJIE,

KOJUIETaMH, PYKOBOJICTBOM, KIIMEHTaMHU 3 PEeKTHBHO B3aUMOJICHCTBOBATH C
KOJIJIETaMH, PYKOBOJICTBOM,
KIIUCHTAMH

OK 5. OcyiiecTBisiTh YCTHYIO U 1.1-1.7 | OKS. YmeTh OCylIecTBISATh

MACHbMEHHYI0O KOMMYHHKAITAIO HA 2.1 2.9 | yCTHYIO U THCHbMEHHYIO

rOCYJapCTBEHHOM SI3BIKE C YIETOM KOMMYHHKAIIHIO Ha

0COOEHHOCTEH COIMATBHOTO U KYJIBTYPHOTO TOCYJapCTBEHHOM SI3BIKE C YIETOM

KOHTEKCTa 0COOEHHOCTEN COLMAIBHOTO U
KYJIbTYPHOTO KOHTEKCTa

OK 6. ITposiBasATh rpaxkgaHCKO- 1.1-1.7 | OK 6. ®opmupoBaHue rpax iaHCKO-

MaTPUOTHYECKYIO MTO3ULIUIO, 2.1 —2.9 | maTpuoTHYECKON MO3UIIHH,

JI€MOHCTPUPOBATh OCO3HAHHOE MOBEICHUE OCO3HAHHOTO MOBE/ICHHUSI HA OCHOBE

Ha OCHOBE TPaIUIIMOHHBIX 00111e4eI0BeYeCKUX IIEHHOCTEM

0011e4eI0BeUECKUX IEHHOCTEH.

OK 7. ConeiicTBOBaTh COXpAHEHUIO 1.1-1.7 | OK 7. CoxpaHneHue OKpyk aroliei

OKpY’Kalolllel Cpefibl, pecypcocOepekenuo, | 2.1 — 2.9 | cpelnbl, pecypcocOepexeHue,

3¢ (HEeKTUBHO IEHCTBOBATH B UPE3BBIYATHBIX s dexTuBHBIC NEHCTBHS B

CUTYaIUSIX. Ype3BbIUYAHHBIX CUTYaIHSIX

OK 8. Hcnonb3oBaTh CpenicTBa 1.1-1.7 | OK 8 Iloanepxxanue

(buznuecKoil KyJabTyphl Ui COXpaHEHHUSI U 2.1 —2.9 | HeoOxoauMOro ypoBHs (pru3mueckoi

YKpEIUJICHHs 3J0POBBS B IpoIiecce MOJATOTOBJICHHOCTH ISt

npodeccuoHaAIbHOMN IeATEIbHOCTH U npodeccnoHanbHOM NesITENbHOCTH,

nojJiep>kaHue He0OXOAUMOTO YPOBHS COXpaHEHUE U YKPEIUICHHUE

(bu3MYeCcKOi MOArOTOBIEHHOCTH 3JI0pPOBbS

OK 9. TTonb3oBatbest npodeccrnoHanbHON 1.1-1.7 | OK 9. Ucnosb3oBanue

JOKYMEHTAIMel Ha TOCyIapCTBEHHOM U 2.1 —2.9 | mpodeccroHanbHoO

WHOCTPaHHOM SI3BIKaX JTOKyMEHTaIuei Ha
rOCy/IapCTBEHHOM M WHOCTPAaHHOM
S3BIKAX

OK 10. Ucnonb3oBaTh HHPOPMALMOHHBIE 1.1 - 1.7 | Ucnonb3oBanue nHGOPMAIIMOHHBIX

TEXHOJIOTUU B PO eCCHOHATHHON 2.1 — 2.9 | TexHonoruii B npodeccuoHanbHOM

JeSITENIEHOCTH JESITENIbHOCTH

OK 11. [InanupoBars 1.1 - 1.7 | IlnanupoBanue

MpeANPUHUMATENBCKYIO IeATeIbHOCTD B 2.1 —2.9 | mpeanpUHUMATEThCKON

npodeccuoHanbHON cdepe

ACATCIIBHOCTH B HpO(I)CCCHOHaHBHOﬁ




chepe

IIK 1.1. ®opmupoBaTh aIrOpUTMBbI
pa3paboTKK MPOrpaMMHBIX MOAYJICH B
COOTBETCTBUU C TEXHUUECKUM 3a/laHUEM

ITK 1.2. HaBbIkM 1O U3yYEHUIO
MpEeIMETHON 001acTH 1St
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CUCTEMBI

[IK 1.2. PazpabarbiBaTh IporpaMMHbIe 1.1 -1.7 | IIK 1.7. BeinonHeHne UHCTAILISALMH,

MOy B COOTBETCTBUU C TEXHUUECKUM 2.1 —2.9 | HACTPOWKH U JOKYMEHTUPOBAHUS

3aJlaHuEM 0a30BOro MPOrpaMMHOIO
obecrieueHus.

[1K 1.3. BeINOJHATD OTHAAKY 1.1-1.7 | IIK 1.9. BeimonHeHne 0OHOBIICHNS,

MIPOTPAaMMHBIX MOJTYJIEH C UCMOJIb30BAaHUEM | 2.1 — 2.9 | TEXHUYECKOTO COMPOBOXKICHUS U

CHeIUaTU3UPOBAHHBIX TPOTPAMMHBIX BOCCTAHOBJICHUS JTAHHBIX

CPEICTB. MH(OPMALIMOHHON CUCTEMBI.

[1K 1.4. BeINOJHATH TECTUPOBAHUE 1.1 — 1.7 | IIK 1.10. Opranu3anus pa3aeicHus

MIPOTPAMMHBIX MOTyJICH 21— 2.9 | mocryna nonb3oBarenel K
MH(OPMAIIMOHHOHN CHCTEME.

IIK 5.1. Cobupath ucxoHbIC JaHHBIC IS 1.1 -1.7 | COop UCXOAHBIX TAHHBIX JIJIS

pa3paboTKy MPOEKTHOM TOKyMEHTAIlu! Ha 2.1 -2.9 | pa3paboTKu MPOEKTHOM

WH(POPMAITMOHHYIO CUCTEMY JOKYMEHTAIIX Ha KOMITHIOTEPHYIO
CeTh

I1K 5.2. PazpabarbeiBaTh MPOEKTHYIO 1.1 - 1.7 | Pa3zpaboTka mpoeKkTHO

JOKYMEHTAITUIO Ha Pa3pabOTKy 2.1 — 2.9 | IOKyMEHTAIlMU Ha KOMITBIOTEPHYIO

MH(OPMALIMOHHON CUCTEMBI B CETh B COOTBETCTBHH C

COOTBETCTBUU C TPEOOBAHUSMU 3aKa3UHKa TpeOOBaHUSIMU 3aKa3uHKa

IIK 5.3. PazpabaThiBaTh TOICUCTEMBI 1.1 - 1.7 | Pa3paboTka moacucTeMbl

0e30macHOCTH HHPOPMAITMOHHON CUCTEMBI 2.1 — 2.9 | 6e30mMacHOCTH KOMITBIOTEPHOU CETH

B COOTBETCTBUU C TEXHUYECKUM 3a/IaHuEM B COOTBETCTBUU C TEXHUUECKUM
3aJJaHuEM

IIK 5.4. IlpousBoauTth pa3paboTky moayied | 1.1 —1.7 | Pa3paboTka KOMIIBIOTEPHOM CETH B

MH(OPMALIMOHHON CUCTEMBI B 2.1 —2.9 | COOTBETCTBUU C TEXHUUYECKUM

COOTBETCTBUU C TEXHHUUECKUM 3a/IaHUEM. 3aJaHHEM.

IIK 5.6. PazpabaTbiBaTh TEXHUYECKYIO 1.1 — 1.7 | Pa3pabGoTka TeXHUYECKOI

JOKYMEHTAIMIO Ha SKCILTyaTaIuio 2.1 —2.9 | AOKyMEHTaIlMH Ha SKCILTyaTaluio

MH(OPMALIMOHHON CUCTEMBbI KOMITBIOTEPHOU CEeTH

[IK 5.7. IIpou3BOIUTh OLICHKY 1.1 - 1.7 | OueHka KOMIbIOTEPHOU CETH IS

MH(OPMALIMOHHON CUCTEMBI JJIs1 2.1 — 2.9 | BBISBICHHS BO3MOXKHOCTH €€

BBIABJICHHA BO3MOXKHOCTH €€
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1. IACHOPT IPOI'PAMMBI YYEBHOU JUCHUILJINHBI
IIPOEKTUPOBAHUE U TEXHUYECKOE COIMPOBOKJIEHUE KOMIIBIOTEPHBIX
CETEHN

1.1. Ob61acTh NPpUMeEHEHUs] TPOrPaAMMbI

[Iporpamma y4eOHOM JAMCLUMIUIMHBI SIBJS€TCS BapUaTUBHOM  YacCTbIO
oOpazoBatenbHO# nporpamMmbl B cootBeTcTBUM ¢ PI'OC no cnenunansHoct CIIO
09.02.07 «HpopManmoHHbIe CHCTEMBI H MPorpaMMupoBanHue» (pa3paboTuuk
BeO0 M MYJIbTUMEIUNHBIX MNPUIIOKEHUN), BXOJAUIEH B COCTAaB YKPYIHEHHON
rpynibl ipodeccuii 09.02.00 «MabopmaTrKa U BEIYUCIUTEIbHAS TEXHUKAY.

1.2. MecTo y4eOHOIl JUCHMILUIMHBI B CTPYKTYpPe OCHOBHOI NMPO(ecCHOHATbHO
o0pa3oBaTe/IbHOM MPOIPAMMBI:

I1.00 ITpodeccuonanbubiii 1uki, B pazaen OIL.00 ObmenpodeccuoHaabHbIe
mucimiuinabl/  OI114  «[IpoekTHpoBaHME W TEXHHUYECKOE  COIMPOBOXKICHUE
KOMIIBIOTEPHBIX CETeW»

[locnenoBaTenbHOCTD U3Y4YCHUS TeM npenMera ornpeensieTcs
MEXIPEIMETHBIMU CBSI3SIMU U MpHU3BaHa 00ecTeuynuTh (OPMUPOBAHUE Y CTYIAECHTOB
HABBIKOB M YMEHHI KOMILIEKCHOT'O TOJIX0/1a TIPU BHIOOpE MPOTpaMMHOI0O odecrieye-
HUS U1 QYHKIIMOHUPOBAHUSI aBTOMATU3UPOBAHHBIX HH()POPMAIIMOHHBIX CUCTEM.

1.3. Hean u 3agaum y4eOHOM JUCHMILIMHBI — TPeO0OBaHMS K pe3yJbTaTaMm
OCBOCHUS Y4eOHO! TUCIUIINHBI:

Lenpio n3ydeHus: NUCUMIUIMHBI SIBISETCS MPUOOPETEHNE 3HAHUI O CETEBBIX
TEXHOJIOTUSX W HABBIKOB, KOTOPHIE MOXXHO NPHUMEHUTh B Hadajie paboThl B
Ka4yecTBE ClenuaincTa mo ceTsM. [lo OKOHYaHUI0 Kypca CTYAEHTHI (CIYyIIATEN )
OyayT TOATOTOBJICHKI K  paboTe Ha  JIOJDKHOCTSX:  HHXKEHepa  II0
TEJIEKOMMYHHUKAIUSM UM CUCTEMHOTO aJIMHHHUCTPATOPA.

Kypc «IIpoekTupoBaHuEe M TEXHUYECKOE COMPOBOKIECHHE KOMIIBIOTEPHBIX
ceTei» TO03BOJSET MOATOTOBUTH CTYJIEHTOB (CIylIaTeNiel) K H3K3aMeHaM JJisi
MOJIYYeHHsI MeXAyHaponHod wuHaycTpuanbHoit ceprudukammmu CCNA (Cisco
Certified Network Associate - cepTHQUIIMPOBAHHBIA  CICIHAIUCT  TIO
KOMITBIOTEPHBIM ceTsiM). OHa MOATBEPKIAeT HaTn4Yre 0a30BbIX 3HAHUN B 00JIaCTH
KOMITBIOTEPHBIX CETeH M CIIOCOOHOCTh YCTAaHOBUTH, HACTPOUTH U IKCIUTYaTUPOBATH
CIy’)KOBI JIOKaJTbHBIX, PACTPEEICHHBIX CETEH, a TakKe CIY>KOBl JOCTymHa 0
TeNePOHHBIM JMHUSAM I ceTeid Manmoro macmTaba (mo 100 y31moB), ucmonb3ys
nporokosibl IP, EIGRP, Serial, Frame Relay, IP RIP, VLANs, RIP, Ethernet,
Access Control Lists u ap.
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B pesynpraTe ocBOeHMS y4ye€OHOW AMCHMIUIMHBI OOYYarOUIUICS JOJIKEH
YMETh!:

- BBINONHATE  YCTAaHOBKY CETEBBIX YCTPOWCTB (KOHLIEHTPATOPOB,
MOCTOB, MapIIpyTH3aTOPOB, IILII030B, MOJAEMOB, MYJIbTHILIEKCOPOB, KOHBEPTEPOB,
KOMMYTaTOpOB);

— BbINONHATE MOJKIIOYEHHUE CETEBBIX YCTPOWCTB (KOHLIEHTPATOPOB,
MOCTOB, MaplIpyTH3aTOPOB, IILJII030B, MOJAEMOB, MYJIbTUILIEKCOPOB, KOHBEPTEPOB,
KOMMYTaTOpOB);

- BoinosnHAT  TIpOBEPKY pabOTOCIIOCOOHOCTH — aIMUHHUCTPUPYEMBIX
CETEBBIX YCTPOMCTB;

— BbInoHATH MPOTOKOJIMPOBAHKUE COOBITUH, BOSHUKAIOIIKUX B MPOIIECCe
YCTAaHOBKH aJIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB;

— BbINOMHATh TOKYMEHTUPOBAaHUE IEPBOHAYAIBHBIX U HW3MEHEHHBIX
napaMeTpoB YCTAHOBKU aMUHUCTPUPYEMBIX CETEBbIX YCTPONCTB.

- [lonxmnroueHue CpesICTB yIPaBICHUS CETEBBIMH YCTPOUCTBAMU;

- WucTtamisuus ceTeBoro nporpaMMHOT0 00€eCTieUeHHUS;

- KondurypupoBanue 0a30BbIX MNapaMeTpOB OMNEPALMOHHBIX CHCTEM
CETEBBIX YCTPONCTB U CETEBBIX HHTEPENHCOB;

— BoimonHAT,  TpOBEpPKY — MPaBUIBHOCTH  YCTaHOBKM  0a30BOM
KOH(QUTYpallMi  CETeBBIX YCTPOWCTB W MPOTPAMMHOIO  OOecredYeHus B
COOTBETCTBHH C PYKOBOJICTBOM MH)KEHEPA;

- BrinmonHaTh KOHGUTYpUPOBaHUE MTPOTOKOJIIOB CETEBOT0, KAHATHLHOTO U
TPAHCTIOPTHOTO YPOBHS;

- BrimonHaTh ipoBepKy (HYHKIMOHUPOBAHUS CETEBBIX YCTPOUCTB TOCIE
YCTAaHOBKHU M HACTPONKH MPOTPaMMHOTO 00€CTICUCHUS;

— BoeimonHATh OKyMEHTHpOBaHHE 0a30BOM KOHPUTYpali CETEBBIX
YCTPOMCTB M TPOrpaMMHOro oOecreueHusi s TMOCJIEAYIONIEr0 KOHTPOIIS
HENIPOTUBOPEUUBOCTH,  IIEJIOCTHOCTH, TMPOBEPSIEMOCTH W  IOBTOPSEMOCTH
KOH(UTYpallMd CETEBBIX YCTPOMCTB W MPOTPAMMHOTO OOecredeHus B XOJe
AKCILTyaTallny;

- ONMCHIBATh CYIIECTBYIOIIYIO KOMIIBIOTEPHYIO CE€Th, OINPEIEIATH
TpeOOBaHus (BIUSHUE MCTIOIb3yEeMbIX MPHUIIOKECHHM, TpeOOBaHUS MOIb30BaTENCH,
TEXHUYECKHE IapameTpsl U Ip.);

- pa3pabaThiBaTh TEXHUYECKHE W KOMMEPYECKHUE TPEIJIOKEHUS T10
CO3aHUI0 U MOJIEPHU3ALMH KOMIIBIOTEPHOM CETH JIsl KOMIUIEKCA 3/1aHUM;

- IPOEKTUPOBATh MPOCTYI0 KOMIIBIOTEPHYIO CETh C HUCIOJIb30BAHHEM
texaonoruii Cisco (paspabateiBaTh cxemy IP-agpecamuu, COOTBETCTBYIOITYIO
TpeOOBaHUSIM  JIOKAJIBHOM  KOMIBIOTEPHOM  CETH;  COCTaBISITh  CIHCOK
00Opy/IOBaHMUS,  COOTBETCTBYIOIIETO  TpPeOOBaHUSM  MPOEKTa  JOKAJIbHOM
KOMITBIOTEPHON CETH; TOJIydaTh U OOHOBISATH MporpamMmHoe obecmeuenue Cisco
I0S nns yerpotictB Cisco).

- CO37aBaTh JIOKAJIbHYI0 CE€Th B COOTBETCTBUHU C YTBEPKIACHHBIM
MPOEKTOM: (HAacTpaMBaTh KOMMYTAaToOp € mojaepkkod TtexHomorun VLAN wu
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COCIMHEHUN MEXKJIYy KOMMYTAaTOpaMU; HACTPAMBATH MPOTOKOJBI MAPLIPYTU3ALUH
ycTpoicTB Cisco; co3gaBaTh KaHallbl B KoprnopaTuBHOM cetd WAN; HacTpauBaTh
¢unbTpanuo Tpaduka ¢ UCHOJIB30BAHUEM CIUCKOB KOHTPOJIS JOCTYIA; BHEAPATH
COUCKHA  JOCTyHa, [MO3BOJISIIONIME  pa3peumiaTb WM OTKJIOHATh  Tpauk
OIIPEJEIICHHOrO THUIIA;

- IPOBOJNUTH MCHBITaHUA Ha mnporoturne cetd WAN u ycTpaHATH
HETOJaJKNA B KOPIIOPATUBHBIX CETAX.

B pesynbraTe ocBoeHMS yue€OHOM AMCHMIUIMHBI OOYYalOUIUICS TOJIKEH
3HATH!

- Konuenuuio pa3paboTKkyu KOMIIbIOTEPHBIX CETEH.

- [lonxonp! k onpeneneHuto TpeOOBaHUM K KOMIIBIOTEPHOU CeTH

- [IpyHUIKIIBI ONTMCAaHKS CYLIECTBYIOLIEH KOMIIBIOTEPHOU CETH.

- [IpyHOMNBI  ONpEeneNeHrue BIMSHUSA NPWIOKEHUNW HA  IPOEKT
KOMIIBIOTEPHOU CETH.

- Mertozsl co3aanusi NPOEKTa KOMIIBIOTEPHOM CETH.

- [TpuHuune! npoexktupoBanus [P-agpecanuu B KOMIBIOTEPHOM CETH.

- TexHomoruu CO3MaHUSl MPOTOTUIIA KOMIIBIOTEPHOM CeTH  AJId
KOMIUIEKCA 3/1aHHM.

- Meronbl IIPOBENEHHsS WCHBITAHWKW HAa IPOTOTHUIIE KOMIIBIOTEPHOM

CETH.
- Cnioco0sI co3anus YAaIeHHOTO MOAKITIOYCHUS.
- DOYHKINUH CITYKOBI MOIAEPKKU YAATCHHBIX TI0JIb30BaTEIICH.
- MeTtoapl TTOATOTOBKH TPEJIOKEHHS T0 CO3JAaHUI0 KOPIOPATUBHOMN
CETH.

— Tunsl [P-anpecoB u Mmetonbl ux noaydenus. DHCP.
- MHoroypoBHeByto Mozenb OSI u ceTeBble MPOTOKOIBI

- Yrpo3bl 6€30macHOCTH B JIOKAbHOM KOMIIBIOTEPHOW ceTu. MeToibl
aTaK ¥ MOJIMTUKA 0€30MMacCHOCTH.

— OCHOBHbBIE CETEBbIE CIYkKObl. ApPXHUTEKTypa KIHEeHT-cepBep. IP-
CEPBUCHI M MIPUHITUIIBI UX PAOOTHL. DnekTpoHHas moura. Ciayx0a TOMEHHBIX UMEH

DNS

- Apxurextypy u Bo3moxkHocTu cuctembl Cisco 10S.

- OcHOBHBIE TPOTOKOJIBI MAPIIPYTH3ALIHH

— Crpyxkrypy IP-aapecanus B JIBC.

- Meroas! Tpancianuu aapecoB NAT u PAT

bazoBsie Hactpoiiku mapmpytuzatopa Cisco ISR. Hactpoiika Cisco

ISR B SDM c ucnons3zoBanuem [0S CLI.

— bazoBbie HacTpoiiku kommyTtaTopa Cisco Catalyst 2960.

- MexaHnu3Mbl pEe3epBHOIO KONIMPOBaHUSA 151 aBAPUIHOTO
BOCCTAHOBIICHHUS B CE€TU

- koprniopatuBHbie ceTh, ceTh LAN, WAN, texHosnorust VLAN;

— uH(ppacTpyKTypa KOPHOPATUBHOMN CETH;
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- aJpecauys U KOMMYyTalusl B KOPIOPATUBHOM CETH;

- MapHIpyTU3anus B KOPIOPATUBHOU CETH (IO MPOTOKOIY COCTOSIHHS
KaHaJla ¥ Ha OCHOBE BEKTOPOB PACCTOSIHUSA, MPOTOKOJBI BHYTPEHHEHN
MapupyTuzanun Mexay mmo3amu EIGRP w npennoutenus kpaTyaimero myTu

OSPF);

B pesynbraTe ocBoeHMS yuye€OHOW AMCHMIUIMHBI OOYYarOUIUMICS TOJIKEH
MOJYYUTh HABBIKH:

— Omnpenenenus TpeOOBaHUN K CETH

— OnucaHus CyleCTBYIOIIEH CETH.

- Onpenenenus BIUSHUS PUTIOKEHHUN HA MPOEKT CETH.

- Co3nanus IpOEKTA CETH.

- Hcnonb3oBanus IP-agpecanuu B IpoeKkTe CETH.

- Co3naHusi IPOTOTUIIA KOMITBIOTEPHOM CETH /I KOMILIEKCA 3/JaHU.

- HcnbiTanus Ha TPOTOTUIIE KOMITBIOTEPHOM CETH.

- Opranuzanuu yaajieHHOTr0 MOAKIIOYCHHUS.

- [TonnepxKu yaaneHHbIX MOIb30BATEICH.

— [ToaroToBKYU MPESIOAKEHUS IO CO3IaHUIO KOPIIOPATUBHOM CETH.

- HAaCTPOMKHA KOMMYTAllMU B KOPIIOPATUBHOM CETH;

— HACTPOWKHM ajapecanuu B cetn Ha Oasze TtexHosoruii VLSM, NAT u
PAT,

— HACTPOWKU MPOTOKOJIOB MapIIpyTHU3aIuK Ha 0aze mpoTokojioB RIPv2,
EIGRP, OSPF;

- CO37aHUs U HACTPOMKM KaHAJIOB KOPIOPATUBHOM ceTh Ha 0aze
texHosioruii PPP, PAP, CHAP u Frame Relay;

- HACTPOMKM MeXaHu3MOB (QuibTparuu Tpaduka Ha Oa3e CIHCKOB
koHTpous nocryna (ACL);

- yCTpaHEHUsS TPOOJeM KOMMYTAllUH, CBSI3M, MapUIPyTH3alUd U
koH(purypamuu WAN;

- bunbTpanuu, KOHTPOJIS H oOecriedeHus O€30MaCHOCTH CETEBOTO
TpaduKa;

— MOHHUTOpPUHTA pabOThl CeTH, OOCJIEeNOBaHUS W MOJECPHUBAINH
CETEeBOr0 000PYIOBaAHHS;

- aHanwM3a, MPOEKTUPOBAHUS W HACTPOMKH CXEM TOTOKOB Tpaduka B
KOMIIBIOTEPHOU CETH;

— OIICHKHU Ka4eCTBa U COOTBETCTBUS TPEOOBAHUSIM MPOCKTA CETH;

- aHanu3a TpeOOBaHUM 3aKa3uMKa U MPOEKTUPOBAHUS KOMIIbIOTEPHOM
CeTH.

JlaHHasi OUCHUIUIMHA CHOCOOCTBYET (POPMHUPOBAHUIO 3HAHUN, YMEHHUU B
paMKax ciaeayromux komnereHuui, npegycmorperasix ®I'OC CIIO:
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Kox HanmeHoBaHHE 00IIINX KOMIIETEHITH I

OK 1. Bribupats ciocoOsl penienus 3a1a4d nNpopecCHOHANBHOM e TeTbHOCTH,
NMPHUMCHUTCIIBHO K PA3JIMYHBIM KOHTCKCTAM.
Ocy1ecTBIATh NOUCK, aHATIU3 M HHTEPIPETANI0 HHPOPMALIUU, HE0OX0AUMO

OK 2. TUTSt
BBINIOJIHEHUS 3314 TPO(ECCUOHATILHOM JESITEIbHOCTH.

OK 4. PaboTaTh B KOJIIEKTHBE U KOMaHAe, 23p(PEeKTHBHO B3aMMOICHCTBOBATD C
KOJIJICraMH, pPYKOBOJACTBOM, KIIMCHTAMMU.

OK 5. OCYHIGCTBJI?[TI) YCTHYIO U IMCbMCHHYIO KOMMYHUKAIIUIO HA TOCYAapCTBCHHOM
SI3BIKE C YIETOM 0COOCHHOCTEH COIMAILHOTO U KYJIbTYPHOTO KOHTCKCTA.

OK 9. Hcnonb3oBath HH(POPMALIMOHHBIE TEXHOJOTUHU B PO(ECCUOHATBLHON
ACATCIBbHOCTH.

OK 10. [Tonws30BaThCs mpodeccnoHaIbHOM TOKYMEHTAIlMe! Ha TOCYAapCTBEHHOM H
HWHOCTPAHHOM A3BIKC.

OK 11. [InaHupoBaTh NpEeANPUHUMATENBCKYIO AEATEIBHOCTD B
npodeccroHaIbHOM cdepe
HaumenoBanue npogecCHOHAIbHBIX KOMIIETEHIM

[IK 1.1 | ®opmupoBaTh alrOpUTMBI pa3pabOTKU MPOTPAMMHBIX MOAYJIEH B
COOTBETCTBUM C TEXHUUYECKUM 3a/IaHUEM

I1IK 1.2. | Pa3paGartbiBaTh MporpaMMHbIE MOAYJIN B COOTBETCTBUU C
TEXHUYECKHUM 3aJJaHUEM

IIK 1.3 | BRIMOJHATH OTIAIKY TPOTPAMMHBIX MOJYJIEN C UCTIOJIb30BAHUEM
CIIeLIMAJIM3UPOBAHHBIX POrPAMMHBIX CPEICTB.

IIK 1.4 | BeInogHATH TECTUPOBAHUE MPOTPAMMHBIX MOAYJICH

IIK 5.1 | Cobupath UCXOHBIE AaHHBIC JJIS pa3pabOTKH MIPOCKTHOM
JOKYMEHTAIIMK Ha HHPOPMAIMOHHYIO CUCTEMY

IIK 5.2. | Pa3pabarbiBaTh MPOEKTHYIO JOKYMEHTAIIUIO HAa pa3paboTKy
UH(GOPMAIIMOHHON CUCTEMBI B COOTBETCTBUHU C TPEOOBAHHUSIMU
3aKa3yuKa

IIK 5.3 | Pa3pabartbIBaTh MocCHCTEMBbI 0€30MaCHOCTH HH(DOPMAIIMOHHON
CHCTEMBI B COOTBETCTBUM C TEXHUYECKUM 3aJaHUEM

K 5.4 [TpousBouTh pa3paboTKy Moaysiel HHPOPMAITMOHHON CUCTEMBI B

' COOTBETCTBHUM C TEXHUUYECKHUM 3a1aHUEM.

K 56 Pa3pabaTeiBaTh TEXHHUECKYIO TOKYMEHTAIIUIO HA SKCILTyaTaIHIo
WH(GOPMAITMOHHON CUCTEMBI

K 5.7 [TpousBOaAUTH OlIEHKY MH(DOPMAITMOHHOW CUCTEMBI JJIS BBISIBIICHUS

BO3MOJXHOCTH €€ MOJACPHHU3AIINH
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JInuHOCTHBIE pe3yJIbTaThI

JInyHOCTHBIE pe3yJIbTAThI
peasu3anuu NPporpaMMsbl BOCITUTAHUS
(Oeckpunmopui)

Koa aM4YHOCTHBIX
pe3yabTaToB
peaau3zanuu
NMPorpamMmbl
BOCIIUTAaHHUA

Oco3Harouuii ce0s rpakJaHMHOM U 3alIITUTHUKOM BEJIMKOM CTPaHbI.

JP1

[IposBisArommii AKTUBHYIO IrpaXkJaHCKYIO [IO3ULHUIO,
JEMOHCTPUPYIOIIUN  NPHUBEPKEHHOCTh  IMPUHLMUIIAM  YECTHOCTH,
MOPSAJAOYHOCTH,  OTKPBITOCTH,  OJKOHOMHYECKHM  AKTHBHBIM U
Y4aCTBYIOIIHI B CTYJIEHYECKOM " TEPPUTOPHATBHOM
CaMOYIIPABJICHUHM, B TOM 4YHCJIE€ HA YCIOBHUSIX JOOPOBOJIBYECTBA,
MPOAYKTUBHO  B3aMMOJCHCTBYIOUIMH M y4acTBYOIIMA B
JeSITEIbHOCTH OOIIIECTBEHHBIX OpraHu3alMi.

JIP 2

CoOmrogaroruii - HOpMbI  TIPABOTIOPSAKA, CIACAYIOMMUA  HUjeaiaM
TpaKJIaHCKOTO 0O0IecTBa, oOecredyeHus: Oe30MacHOCTH, TpaB U
cBo6o rpaxkaad Poccuu. JIosuibHBIN K yCTaHOBKAaM U MPOSBIECHUSM
MpeacTaBuTeNed CyOKylbTYp, OTJIMYAIOUIMH HMX OT TIpymm ¢
JNECTPYKTHUBHBIM W JCBHAHTHBIM TOBEACHHEM. J[eMOHCTPUPYIOIINA
HETIPUATHE U TPEAYNPEKIAONINN COIMAIIBHO OMAacHOE IOBE/ICHUE
OKPYXaIOITHX.

JIP 3

[IposBasomKil 1 TEMOHCTPUPYIOIINI YBaKEHUE K JIIOASIM TpyAa,
OCO3HAIOIIMK IIEHHOCTh COOCTBEHHOTO Tpyda. Crpemsmuics K
(hopMHUPOBAHUIO B CETEBOM cpejie IMYHOCTHO U MPOPEeCCUOHAIBHOTO
KOHCTPYKTHBHOTO «IIM(POBOTO CIIe/Ia.

JIP 4

JIeMOHCTpHUPYIOIINI HABBIKK aHAIM3a U UHTEPIIPETALUHI
nH(pOpPMAaLIUU U3 PA3TMYHBIX UICTOYHUKOB C YY€TOM HOPMATHBHO-
MIPaBOBBIX HOPM

JIP 14

JleMOHCTpUPYIOIIUKA TOTOBHOCTh U CIIOCOOHOCTH K 00pa30BaHuUIO, B
TOM 4HcJIe caM000pa30BaHUIO, HAa IPOTSHKEHUH BCEH YKU3HMU;
CO3HATEJIbHOE OTHOLIEHUE K HETPEPHIBHOMY 00pa30BaHUIO KaK
YCJIOBHIO YCTICIITHOW MPOGECCUOHAIBHON U 0OIIIECTBEHHOM
JeSITeIbHOCTH.

JIP 15
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2. CTPYKTYPA U IPUMEPHOE COJEPKAHUE YYEBHOM
JTUCHUATIIUHBI

2.1. O0beM yueOHOI IMCUMITIMHBI M BUABI Y4eOHOH padoThl

Bua yueOHo# paGoThl Oovem uacos

MaxkcuMaJjbHasi ydeOHasi HArpy3Ka (Bcero) 72
O06si3aTeIbHAs AyIUTOPHAs yueOHAs HArpy3Ka (Bcero) 68

B TOM YHCJIE:

JICKIIMOHHBIE 3aHATHS 30
MPAKTUIECKHUE 3aHSATH 36
n1abopaTopHbIe PabOTHI -
CamocTrosiTejibHasi paboTa 20
HroroBas arrecranusi (3K3aMeH) 2




2.2. IIpumepHbIA TEMATHYECKHUI IJIAH U CO/IeP:KaHNe YUeOHOM UCUMILIMHBI
«IIpoeKTHPOBaHNE M TEXHUYECKOE CONMPOBOXK/ICHHE KOMIILIOTEPHBIX ceTeil»

HaunumenoBanue
pa3aesioB U TeM

Coaep:xkaHue yueOHOro MaTepuaJa, JjabopaTtopHbie padoThI U MPAKTHYECKUE 3aHATHUS,
CaMOCTOsITe/IbHAsA padoTa o0yuaroumxcs, KyS)COBaH paboTta (mpoekT) (eciu

O0neM yacoB

YpoBennb
OCBOEHUS

npeaycmgmpeubz

il

Tema 1.CoBpeMeHHBbIE
ceTeBble TEXHOJIOTHH.

Coaepkanue yueOHOro MaTepuasa

1] Knaccudukanus wuHOpMaMOHHBIX TexHOJOTHH. CocTaBisomue HHPOPMAIIMOHHBIX
texHoJioruii. CBOICTBAa M KOMIIOHEHTHI MH()OPMAIIMOHHBIX TexHOJoruid. MHpopManmonHas
CUCTEMa, OCHOBHBIE COCTAaBJISIONINE HH(HDOPMALIMOHHON CUCTEMBbI

ITpakTHueckas padboTa B
N3yuyeHnne CETEBBIX HHCTPYMEHTOB  COBMECTHOM  paboTel. M3ydenme cepBuCOB
KOHBEPI'CHTHOU CCTH.

CamocTosTenbHas padoTa 00yJaroIerocs
COBDCMCHHBIG CCTCBbIC TCXHOJIOT'HH.

Tema 2. HacTpolika
ceTeBOii OnepanoHHOIM
CHUCTEMBI.

CosepxaHre y9eOHOro MaTepHraa

1| Hasznauenne cereBoii omeparmonnoit cucremsr (OC), crpykrypa OC, wuHTepdeiics!
B3auMoeiicTBus ¢ OC, MOCTylm K CETEBBIM yCTPOWCTBaM, YPOBHH JOCTyNa ¢ MHTEpdeicy
OC, nacrpoiika cereBoit OC

IIpakTuueckas padbota
HacTtpoiika HauaJbHBIX TApAMETPOB KOMMYyTaTOpa

CamocrosTenbpHas paboTa 00yJaroImuxcs
HacTtpoiika ceTeBoM onepalliOHHON CUCTEMBI.

Tema 3 CeTeBble
NMPOTOKOJIbI U
KOMMYHHKAIMHU

Cojep:kaHue yueOHOro MaTepuaja

1| OcroBuble Tepmunbr B Teopun cereil. [IpaBumiaa koMMyHHKaLuiL. CeTeBble MPOTOKOIBI H
cranzaptel. Mogens OSI. Yposau moaenu OSI. Ilpouecc nepegaun ganubix B Moaenu OSI.
[lepenada nanHbIX B ceTH. HKANICYISAINAS U TEKATICYIISAIINS.

IIpakTnueckas padota ]
N3yuenue ceteBbix crangaptoB. McnonszoBanue nporpammsl Whireshark mis npocmotpa
ceTeBoro Tpaduka

CamocrosTenpHas padoTa 00y4aroIuXxcs
CeteBble MPOTOKOJIBI 1 KOMMYHHUKAIIUU

Tema 4. 4 CereBoli
aocTyn

CogepxaHue yueOHOro MaTepuaja

17 IIpotokonel ¢usnyeckoro ypoBHs. CeTeBble CpEACTBA MMOAKIIOUEHHUS. [IPOTOKOJIBI
kaHanbHOTO YpoBHA OSI. YnpaBieHue JOCTYIIOM K cpejie mepeadu JaHHBIX.

ITpakTuyeckas pabora
OmnpezeneHne CeTeBbIX YCTPOMCTB U Kabenen.

CamocrosTenbHas paboTa 00y4aroIerocs
CeTeBoH JIOCTYII

Tema 5. Ethernet

Coneprxanue yueOHOro MaTepuana

1] IIpotoxkou Ethernet. Kanp Ethernet, MACanpeca Ethernet. KommyraTops! tokajibHbIX
cereit (LAN) - criocoObl TepechlIKH KaapOB,HACTPOIKa NOPTOB KOMMYTaTOpa. [IpoToKo
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| pazpemienus aapecos (ARP), MAC u IP

IIpakTnueckas padbora .
Amnanmu3 kaapos Ethernet ¢ momonisio mporpammsr Wireshark. IIpocmorp MAC
aJIpeCcoOB YCTPOMCTB.

CamocrosiTenpHas padoTa 00yJarOIIIXCst
ITpotoxkoa Ethernet.

Tema 6. CeTeBoit
YPOBEHbD

Coaepkanue yueOHOro MaTepuasa

1 [IpOTOKOJIBI CETEBOrO YpPOBHS, XapaKTepUCTUKH mpoTokona [P. Mapmpyrusanus - MeToasl
MapIIpyTU3alUy y3JI0B, TaOJIMLbl MapIIpyTU3alUU. YCTPOWCTBO MaplIpyTH3aTOPOB,
0a30Bas HACTPOWKa MapIIPyTU3ATOPA.

ITpakTnyeckas pabota
Co3naHue cetu, coCTOsIEN U3 KOMMYTaTOpa U MaplIpyTu3aropa

CamocTosTenbHas paboTa 00OyJaronmxcs
Hcnonp30BaHNEe HECKOIBKHUX TIPOTOKOJIOB MapIIPyTU3AIIUT

Tema 7. TP anpecanus

Coaepxanne yueOHOro MaTepHasa

1 Cetesnie IPv4 aapeca: ctpyktypa IPv4 aapeca, Tunsl paccouiok [Pv4, tunst [Pv4 anpecos.
Cetesrle IPv6 ajipeca: THIIBL, HHAMBHUAYAJbHBIE agpeca, IPYOIIOBEIE aapeca.

pakThueckas paboTa
Omnpenenenne IPv4 u IPv6 anpecos

CamocrosTensHas paboTa 00yJaromnierocs
Onpenenenue IPv4 u [Pv6 anpecos

Tema 8. Paznenenue IP
ceTeil HA MOACETH

Coneprxanme yaeOHOTO MaTepuaa

CerMeHTtanus cetu, pasaenenue cereid [Pv4 Ha mojaceTn: B COOTBETCTBUU C TPeOOBAHUSIMHU
U C HCIOJB30BAHUEM MAaCKH TPOM3BOJBHOW JIWHBL. CxeMbl aapecaruu. OcoOeHHOCTH
npoektupoBanus [Pv6 cereil.

[IpakTudeckas padora Pa3paboTka U BHEAPEHUE CXEMbI apecallui pa3aecHHOM Ha MOJICCTH
IPv4-cetn

CamocrosTenbHas padoTa 00y4aronierocs
Paznenenne IP cereit Ha noziceTn

Tema 9. TpancnopTHbIi
YPOBEHb.

Copepxanue yueOHOro Marepuala

[Ipotokoubl TpancnoptHoro ypoBHs. O630p mpotokonoB TCP u UDP. O6MeH naHHBIMU 110
nporokosiaM TCP u UDP, ocobenHocTu peanuzanumu.

IIpakTnueckas padbora
N3zyuenue 3axBaueHHbIX nakeToB DNS u UDP ¢ nomomnisto nporpammsl Wireshark

CamocrosTenbHas paboTa 00ydaroerocs
O6men nanabsiMu 1o ipotokosiaM TCP u UDP, ocobeHHOCTH peanu3anuu.

Tema 10. Yposenn
NPHJI0KeHUH

HpOTOKOHLI YPOBHA HpHJ’IO)KCHHfI. O6H.[ePI3BeCTHLIe IIPOTOKOJIBI U CCPBUCHI: Be6, OJI.II0YTA,
CCPBUCHI lp aapecannu, CCPBUCHI COBMECTHOTO JOCTYIIA K (bafmaM.

19




I[TpakTuyeckas paboTa_
3ydeHne oOMeHa QaiiamMu 1o ceTu

Tema 11. Co3znanue
He0O0JILIIIoN ceTH

Conepkanue yd4eOHOrO MaTepuaia

1| IlpoextupoBanue cetn. OOecneueHne cereBol OezonmacHocTH. OCHOBHBIE paboune

XapaKTepUCTUKH ceTu. [ToMck U ycTpaHeHHe HeNoJIaJloK B CETH.

[IpakTnueckas padbora
JlocTy1 K ceTeBbIM YCTpOHCTBaM 1o npoTokosy SSH

CamocrosrenbHas pabota oOyJaronmxcs
ITowick 1 ycTpaHeHHE HETOIaJ0K B CETH.

Tema 12. Konnennus
MapIPyTH3ALMHU

Coneprxkanne yaeOHOro MaTepuaa

Hcxonnass xoH¢urypauus wmapuipyrusaropa. PemieHus MapHipyTu3aluu: KOMMYTAIUs
MAKETOB MEXJIy CETSIMU U OIpe/ieJieHHe MyTH. AHaIN3 TaOIUIbl MaplIPyTH3AIIH.

[IpakTnueckas pabora
Hacrtpoiika OCHOBHBIX MMapaMeTpPOB MapIIpyTH3aTopa C MOMOIIbI0 HHTEepdeiica KOMaHIHOU
ctpoku (CLI)

CamocTrosrenbHas pabota oOyJaronmxcs
AHanu3 TaOIHIBl MapIIPyTU3AINH.

Tema 13. CtaTnueckas
MapuIpyTH3amus u
JUHAMHYeCKas
MAapIIPyTHU3aI U

Conepxanne y4eOHOTO MaTepuaa

Peanuzanus cratuueckux mapuipyroB. Hactpolika cTaTuuecKkux MapuipyToB U MapIIpyTOB
o ymosiyanuto. Hactpoiika miaBaromumx MapupytoB [Pv4 u [Pv6.

JlnHamuyeckrue  MOpOTOKOJbI  Mapumipytuzanuu. Peanmmzaumst  nportokosa  RIPv2.

Jlunamuudecku noJrydyaemblie Mapuipytel. [Ipoiiecchl moncka mapuipyra.

IIpaktuueckas pabota
1. Hacrpoiika cratnueckux MapipytoB IPv4 u mapmipyros IPv4 o ymomuanuto
2. Hacrpoiika cTaTuyecKkux MapimpyToB u Mapuipyros [Pv6 no ymondanuto
3. bazoas HacTpoiika nmpoTokosa RIPv2
4. Hactpoiika auHamMuueckoil Mapiipyruszauuu s [Pvo

CamMocrosTenpHas pa60Ta OGy‘I&IOH_II/IXCH
Peanuzanus cTaTudecKux MapHaipyToB. Peanuzanus ctaTuyeckux MapmpyToB.

Tema 14.
KommyTupyemsie
CeTH

Cogepxanue yueOHOTro MaTepuala

KOHBepFeHTHHe U KOMMYTUPYCMBIC CCTHU. I/Iepapanecxaﬁ MOJIeNIb JIOKAIBHOM CETH.
KOMMy’TaI_[I/IOHHBIe JOMCHBI, CHUKCHUC TICPCTPY30K B CCTH.

IIpakTuueckas padora
JlaGopaTopHasi paboTa Ha oIpeJielieHIe HAalPaBJIeHHUs JJOKAIBHOTO CETEeBOro Tpaduka
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CamocrostenpHas paboTa 00yqaronuxcs
Hepapxudeckast MOJENb JIOKATBHOHN CETH.

1”1221;4{3) llai s Cozepxanue yueGHOro MaTepuala
KOMMyTgl,"lPOPa BasoBas HAacTpoiiKa KOMMYTAaTOpa, HACTpOiiKa NOpPTOB KoMMyTatopa. OfecredeHue

¢GbyHKkuui 0€30TMaCHOCTU: 3AIIWIICHHBIA YAAICHHBIM JOCTYN, O€30MacHOCTh IOPTOB
KOMMYTaTopa

pakThueckas pabora
Hactpoiika mapameTrpoB 0€301aCHOCTH KOMMYTaTopa

CamocrosrenbHas pabota oOyJaronmxcs
Kondurypauust kommyrartopa

Tema.16. Cetu VLAN

Coneprxkanne yaeOHOro MaTepuaa

CermenTanus ceteil Ha BUpTyanbHble okainbHble ceTu (VLAN). Peanusauuu BupTyanbHoi
JoKanbHOM ceTu. TpaHkoBble coeauHeHus. Mappyrusaius mex iy cetsimu VLAN.

[IpakTnueckas padota
1. Hactpoiika VLAN u MaructpaiabHbIX KaHAJIOB

2. Hactpoiika mapmpyruzanuu mexxay VLAN i kakaoro uHTepdeiica
3. Hacrpoiika mapmpyruzanun Mexay cersmu VLAN Ha ocHoBe cranmapra 801.2Q u
TPAHKOBOI'O KaHalia

CamocrositensHas paboTa 00yJarommxcs
Mapupyruzanust Mexay cetsimu VLAN.

Tema 17. Cnucku
KOHTPOJIS 10CTyNAa

Copepxanue yueOHOro Marepuaia

[Tpunnumer padboTel cnuckoB KoHTposs aoctyna (ACL): naznauenue ACL, npuMmeHeHHE
1a0JIOHHBIX MAacOK, PEKOMEH/IAllMU [0 CO3JaHUIO CIIUCKOB KOHTPOJIS A0ocTyna. Peanuzanus
u HacTtpoiika ACL.

[IpakTnueckas pabora
1. Hactpoiika 1 u3MeHEeHUe CTaHIaPTHBIX CITUCKOB
kouTtposis goctyna (ACL) IPv4
2. Hactpoiika n npoBepka orpannueHuid VI'Y

CamMocrosTenbHas pa60Ta 06y11a101111/1xc;1

Tema 18. DHCP

CopepxaHue yueOHOro MaTeprala

[Iporoxon DHCP - ¢opmar coobmenuit DHCP, nporteccst DHCP - o6Hapyxenue cepBepa
DHCP, npeanoxenue IP agpeca kiuenty. Hactpoiika 6azoBoro DHCP cepsepa.

[IpakTuueckas padota
bazoBas nacrpoitka DHCPv4 Ha mapuipytuzarope
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CamocrositenpHas paboTa 00y4arouIXCst

Hactpoiika DHCPv6-cepBepa 0€3 0TCIIeKHBAHUS COCTOSIHHSI U C OTCJIC)KUBAHUEM COCTOSTHHS

F[ehgzﬁwéwnaﬂue NAT CopepxaHue yueOHOTo MaTepralia 2
1 Hpﬂ 11){’,4 [punnun pabots! cereBoit Tpancisiwn (NAT). Xapakrepuctuku u tunsl NAT. Hactpoiika
NAT, PAT u nepenanpanieHusl IOPTOB.
[TpakTyeckas paboTa 2
Hacrtpoiika munamuueckoro u cratudeckoro NAT
CamocrodrenbHas pabota oOydaroumxcs 1
Hactpoiika npeobpa3oBanus aapeca u Homepa nopra (PAT)
331‘1413 gghg?;eapym“"e O6nHapyxeHue ycTpoucTB ¢ momoiibio mpotokosioB CDP u LLDP. Ucnons3oBanue cepBuca 2
yc};pgiflCTBaMn cereBoro Bpemenu (NTP). [Ipunuun pabotsl u HacTpoiika Syslog
[IpakTrueckoe 3aHsaTHE 2
Hacrpoiika nporokonos CDP u LLDP
CamocrositensHas pabora 1
Hacrpoiika Syslog u NTP
Bcero: 68

Jli1st XapaKTepUCTHUKU YPOBHSI OCBOCHHSI y4eOHOTO MaTepralia UCIIOJIb3YIOTCS CIIEAYIONIHe 0003HAYCHUS:

1. — o3HAaKOMUTEIBHBIN (y3HABAHHE paHEE U3YyUCHHBIX 0OBEKTOB, CBOMCTR);

2. — PEeNPOAYKTUBHBIN (BBITIOJTHEHUE ICATEILHOCTH 110 00pa3Iy, HHCTPYKIIMH WJIH 10T PYKOBOJICTBOM)

3. — IPOAYKTHBHBIH (IUTAHUPOBAHKUE U CAMOCTOSITEIILHOE BBITIOJHEHHE JICATEIILHOCTH, PEIICHHE TPOOIEMHBIX 3a/1a4)
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3. YCJOBMUS PEAJIN3ALIMA YUYEBHOM JUCIUATLIMHBI

3.1. Opranu3zanusi NPpAKTHYECKUX padoT

Teopernueckne W MNPAKTUYECKHE 3aHIATUS JOJDKHBI ITPOBOAUTBHCS B
CIEHHUAIN3UPOBAHHON ayAUTOPHUH, OCHAIIEHHON COBPEMEHHBIMH NEPCOHAIBHBIMU
KOMIIBIOTEpaMHU W MPOrPAMMHBIM OOECHEYEHHEM B COOTBETCTBUU C TEMAaTHKOMN
u3y4yaemoro mMarepuana. Yuciao paboynx MeCT B ayAUTOPUU JTOJKHO OBITh TaKUM,
yTOOBl OOecrmeurBanach HMHAMBUAYyalbHasg paboTa CTyA€HTa Ha OTIEIbHOM
MEPCOHAJILHOM KOMIIbIOTEpE. AYAMTOPUS TAKXKE JIOJDKHA OBbITh OCHAILEHHOU
COBPEMEHHBIM KOMIBIOTEPOM C MOJKIIOYEHHBIM K HEMY IPOEKTOPOM C
BUJICOTEPMUHANIA HA HACTEHHBIM DOKpaH, WM WHBIM AaHAJIOTMYHBIM IO
(YHKIIMOHAIBHOMY Ha3HAYEHUIO0 000PYI0BAHUEM.

Jnst oOecrieueHusi mpoiiecca OOYyYEHHUS PEKOMEHIYETCSl HCIOJIb30BaTh
NOMENIEHNE, paccuyuTaHHoe Ha 12-15 coymareneld MW COOTBETCTBYIOLIEE
KOJIMYECTBO J1A0OPATOPHBIX KOMIMBIOTEPOB (OJMH KOMIIBIOTEp Ha KaxIoro
y4arerocs).

3.2. TpeGoBaHus K cocTaBy J1a00PATOPHOI0 000PY/10BAHMS
JIJIsl BBITIOJTHEHUST MPAKTHYCCKUX JIA0OPATOPHBIX 3aHATHH Kypca B MaJIbIX
rpynnax (o 5 4enoBek) TpeOyIOTCS KOMIBIOTEPHI M nepudepuitHoe
o0opyAOBaHNE B IPUBEACHHON HUXKE KOHPUTYpALIUU.

e 3 mapmpytu3atopa Cisco 2801 ¢ Base IP 10S, 128 Mo6aiir DRAM, 32
Mobaiita ¢pasm-iamsta u moxyasmu HWIC-2A/S;

e 3 kommyrtaropa Cisco Catalyst 2960;

e HaGop mnocnenoBarenpHbIX Kabenel (BXOAST B KOMIUIEKT TOCTAaBKHU
obopynoBanus st CeTeBOM akaaeMuH ),

e 2 OecnpoBogHbIX Mapiipytu3atopa Linksys (mpeamoururenpHo Linksys
WRTI50N; ponyctumo ucnosbzoBanue mozeneit WRTS54G, WRT300N u
WRT350N) wim ananoruynsie ycrpoiictea SOHO;

e 1 xommeroTep s Taboparopubix 3ansTuii ¢ OC Microsoft Windows Server
2012 R2;

e 2 KoMIbIOTEpa WIM HOYTOykKa mis JsaboparopHbix 3aHatuil (Microsoft
Windows 10).

J1J1st BBITIOJTHEHUSI TIPAKTUUYECKUX JIA0OPATOPHBIX 3aHATUN Kypca B OOJIBIINX
rpynmnax (10-12 denoBek) peKOMEHAYETCS KOMIUIEKT, COCTOSIIMNA u3 6
MapuIpyTU3aTopoB U 6 KOMMYTaTOPOB COOTBETCTYIOIIEH KOMITIOHOBKH.

[Ipn yBenmuueHUM KOIMYECTBA CTYACHTOB TPeOyeTcs OOECIeUHTh KaKIIOTO
13 HUX euHuIed ooopynoBanust Cisco (MapIpyTU3aTOPOM HIIM KOMMYTAaTOPOM).

3.3. TpeGoBaHusi K MPOrpaMMHOMY 00ecTie4eHHIO /11l BHITIOJTHEHU S
NMPaKTUYeCKUX pador
Jns u3ydenus kypca «OCHOBBI CETEBBIX TEXHOJIOTHUI» HE00XO0IUMO
Hajguyue ornepanroHHbIX cucteM Microsoft Windows 10. Kommanus Microsoft
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npeajaraeT nporpaMMHoOe 0OecrieYeHHe ISl aKaJeMUUYECKUX yUYeOHBIX 3aBEICHUIM
10 CHW)KEHHOW 1eHe. OnHoi u3 Takux nporpamm ssisietcss «MSDN Academic
Alliance», uHpopmanMsi O KOTOpPOM HaxoOuUTCAd Ha BebOcaiitTe mo aapecy
http://msdn.microsoft.com/academic.

3.4. HaGop MHCTPYMEHTOB /1Jisl BLINOJTHEHNUSI MPAKTHYECKUX PadoT
Habop nomxeH coaepxarh cleayronne HHCTPYMEHTHI:

e Pazmuunsie kabenu Ethernet:

e MuHUMYM OJMH NMPSAMOM KaOesb Ha KaXA0ro CTY/ACHTA.

e MUHUMYM OJIMH NEPEKPECTHBIN Kabeslb Ha KaKJI0TO CTYJICHTA.

e (OOXHUMHBIC YCTPOICTBA NI KOHHEKTOpPOB RJ-45.

e (CereBble po3eTku RJ-45.

e Konnekropsr RJ-45, 8 pin.

3.5. JlonojiHUTeILHBIE TPeOOBAHUS K pecypcaMm
Pekomenodyemca:

e BrigeneHHoe mnoakiaoyeHWe K MHTEpHETY Uil KaXJAoro CTYJCHTa,
HEOoOXOIMMOE JUIsl KOHTPOJIS 3a BBIMOJHEHUEM IOMCKa B MHTepHETE U
3arpy3Ku JpaBepoB.

e OgHo MHOroQyHKIMOHAIBHOE YCTPOMCTBO MpPHUHTEpP/CKaHEp/KOmUp Ha
KJ1acc.

e OmuH OecnpoBOAHOM  MapuipyTuzatop/kommytatop  Linksys — wim
HKBUBAJIEHTHOE YCTPOWCTBO Ha JBa JIADOPATOPHBIX KOMIBIOTEPA;
OpEaOYTHTEILHO HcIob3oBanue moaeau Linksys WRT 300N.

e becnpoBogHOM PClI-aganTep (coBMECTHMBIi C YKa3aHHBIM
MapIIpyTU3aTOPOM/KOMMYHUKATOPOM ) JUTSI KaXKIOTO KOMIIBIOTEPA.

Munumanovno:

e OauH KOMIBIOTEp C MOJKIIOUYEHHEM K VIHTepHeTy 1Sl BBHITTOJIHEHUS TTOMCKA
W 3arpy3KH ApaiiBepoB (3TO MOXKET OBITh KOMIIBIOTEP MPETIOaBATEs).

e Omun OecrnpoBOMHOM  MapuIpyTU3aTop/KOMMyHUKaTop Linksys —wnm
SKBUBAJICHTHBIM Ha KJAcC; MPEANOYTUTEIBHO HCIOIb30BAaHUE MOJEIU
Linksys WRT 300N.

e Jlea OecmpoBomubix PCl-amantepa (COBMECTUMBIX C  yKa3aHHBIM
MapIIpyTU3aTOPOM/KOMMYHHUKATOPOM) Ha KIIacc.

3.6. MuHuMajibHble TPeOOBaHNSI, HEOOXOAUMBIE JI MPOCMOTPA
Y4eOHbIX MAaTepHaJIOB
Jliist mpocMoTpa yueOHBIX MaTEPUATIOB HEOOXOUMO MPETOCTABUTE KaKIOMY
CIyIIATEeNI0 TI0 KOMIBIOTEPY; PEKOMEHIyeMbIii pa3smep kiacca — 15-20
ciymareneid. Kommbrorep miis mpocMoTpa Y4UeOHBIX MaTepHalOB JIOJDKEH
noaaepxkubath Internet Explorer 6.0 u Beitie u Flash Player v8.x u Boiie.
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3.7 YueOHO-MeTOAMYeCKHEe MAaTePHAJIbI 10 JTUCHHILIMHE
VYyeOHast aucuuIUIMHA OOecnedyeHa AJIEKTPOHHBIM Y4eOHO-METOIUYECKUM
KOMIIJIEKCOM, KOTOPBIA JOCTYNEH B IOJHOM OOBEME 3aperHCTPUPOBAHHOMY
uHcTpykTOpy CeTeBoil akagemuu Cisco U BKIIOYAET CIEAYIOIINE KOMIIOHEHTHI:
st cTyaeHTos:

e UHrepakTuBHBIA Y4eOHMK TIO BCEM TeMaM Kypca, COAepKauui
AHUMAILMOHHBIE U BUICOPOJIUKH, KOMIBIOTEPHBIE TECThI, MYJIbTUMEIUNHBIE
NPAKTUYECKUE 3aJaHus;

o KowmmnbioTepHass cpeaa sl TPOEKTHUPOBAHMS, MOJAEIUPOBAHMS PabOThl U
aHaju3a KOMIbIOTEpHBIX ceTeit Packet Tracer;

e Meroanueckre PEKOMEHJIAlUK IO BBINOJHEHUIO JIa0OpaTOPHBIX pabOT B
BUPTYalibHOU cpenie - Packet Tracer (Bepcust asist CTyIEHTOB);

e UHTepakTUBHbBIE TECTHI;

e Meroanueckre PEKOMEHJIAlMU IO BBHIMOJHEHHUIO JIa0OpaTOPHBIX PabOT C
peanbHbBIM 000pyI0BaHUEM (BEPCUS ISl CTYACHTOB).

st mpenoxaBaTeJis:

e PykoBoACTBO A TpenojaBaTesi, BKIIOYAIONIEE METOJUYECKUE YKA3aHHS
110 OpraHu3aly y4eOHoro mpoiecca;

e Meroanueckre PEeKOMEHJIALMKU IO BHIMOJHEHHUIO JIa0OpaTOPHBIX PAabOT C
peanbHBIM 000pyI0BaHUEM (BEpCUsl ISl HHCTPYKTOPOB);

e Meroanueckre pPEeKOMEHJIAlUK IO BBHIMOJHEHUIO JIA0OpaTOpHBIX PadoT B
BUPTYalibHOM cpene - Packet Tracer (Bepcust 1711 HHCTPYKTOPOB);

o [loapoOublii yueOHO-TEMATHUYECKUI TJIaH C yKa3aHHEM PEKOMEHJALUN 110
BBITIOJTHEHUIO MPAKTUYECKHUX 3aHIATHI 1 Ta00paTOPHBIX padoT;

e OOmiee omucaHue Kypca ISl pa3MelleHHus Ha caidte o0pa3oBaTeIbHOTO
YUPEKICHNUS;

e (Crnaiia-nexKuuu Mo BCeM paszjielia Kypca (Ha aHTJIMMCKOM SI3BIKE);

e Perynsapueie OOHOBJIECHMSI YYEOHBIX KYpCOB, CBSI3aHHBIE C TOSIBJICHHUEM
HOBBIX TEXHOJOTHH W pa3BUTHUEM CUCTEM cepTH(UKaMidi (Ha aHTJIUHCKOM
SA3BIKE);

e JlonOJIHUTENBHBIE MATEPUAIIBI.

[ToMHMO OCHOBHBIX MaT€pUAJIOB MO KypCY BCEM IMpPENoAaBaTessiM JOCTYITHbI
MHOTOUYHCIICHHBIE PECYpChl, MpeAcTaBiIeHHble B (opymMe mpenojaBaTeneit
CereBbix akamemuii Cisco, Ha CHENUATM3WPOBAHHBIX MOpPTAIaX COOOIIECTB

UHCTPYKTOPOB.

Cnncok pekoMeH1yeMoil 0CHOBHOM M JIOTIOJTHUTEJIbHOM JTUTEPaTypPhbI:
OcHoBHas auTEpaTypa
e DJEKTPOHHBIH y4eOHO-METOAMYECKHl KOMIUIEKC «OCHOBBI  CETEBBIX
TEXHOJIOTHI»
JlonoJiHUTeIbHAS JIUTEPATYPA
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1. Tannen6aym 3. C. KoMmnbroTepHble ceTH. 5-¢ uznanue, Cnd: U3narenscTBo
"TTutep", 2020. ISBN 978-5-4461-0068-2;

2. Omudep B. Kommbrotepasie cetu. [IpHHIMIBI TEXHONIOTHH MPOTOKOJBI.
KO6uneitnoe uznanue, M3narensctBo "Ilporpecc kuura”, 2020. ISBN 978-5-4461-
1426-9.

4. KOHTPOJb U OLIEHKA PE3YJbTATOB OCBOEHUSI
YUYEBHOM TUCHUTLIMHBI

Texkymui KOHTPOJIb.

Texyumii KOHTPOJIb yCIIEeBAEMOCTH OCYIIECTBISIETCS Ha OCHOBE MPOBEPKU
BBITIOJIHEHUSI IPAKTHUECKUX 3a/IaHUN M JTaOOpaTOPHBIX padoT, a TaKkKe HAa OCHOBE
MHTEPAKTUBHBIX KOMIBIOTEPHBIX TECTOB, KOTOPBIE COJEPKAT KOHTPOJIbHBIE
BOMPOCH TIO KAXKJIOW HM3y4yaeMOW TeMe M JOJDKHBI OBITh CIOAHBI CTyJACHTAMH
(ciymaTensiMu) B X0/i€ y4eOHOTO Mepuo/a.

Py0e:kHbIiT KOHTPOJIb.

JIns OLIEHKM KayecTBa YCBOCHMS 3HAHUU U YMeHUll TPELYyCMOTPEHBI JBa
pyoexusix koHTposs (PK-1 u PK-2) B cooTBeTCTBUM ¢ TEeMaTHYECKUM ILIAHOM,
KOTOpBIE TPOBOAATCS B (hOpMe KOMITBIOTEPHOIO TecTupoBaHuUsi Ha caiite Cisco u
BBITMIOJTHEHUSI KOMIUIEKCHBIX JIAOOpaTOPHBIX paboT Ha peaibHOM o0opyaoBaHuu. K
NPOXOXKIACHUIO PYOEKHBIX KOHTPOJEH JOMYyCKAarOTCS TOJNIBKO T€ CTYJIEHTHI
(cnymiarenu), KOTOpPbIE YCIEIHO CAAIH BCE MPOMEXKYTOUHBIE TECThI U BBITIOJIHUIN
BCE€ TEKYIIUE 3a/laHud. /{151 MOArOTOBKH K pyOEKHBIM KOHTPOJISIM MPEyCMOTPEHBI
JIOMAIIHUE 3a/1aHUs

doTa ¢ aBTOMaTHYECKOil OIIeHKOI
pesynetatoB PT SBA (Packet
Tracer Skills Based Assessment),
Boinonusemes camocmosmenvHo 6
cpede Packet Tracer

TpenupoBouHOe (pHHATBHOE Te-
crupoBanHe (Practice Final Exam)

TpeHnpoBoUHEIE  CepTH(]HKALH-
oHHBle 3k3aMeHBl CCNA (Practice
CCNA Certification Exam 1.2)
Buinonnsemeces camocmosimensto 6
0BYX BAPUAHMAX.

Hat pabora SBA (Skills
Based Assessment). Boinon-
HAemcA Hdad pedilbHoM obo-
PVOOBGHUM.

JlomalnHee 3a1aHHe JlaGopaTopHasi padoTa TectupoBanue
PK1 |KommtekcHas maboparopHas pa-|Kommmekcras maGoparop-|@HHATPHOE TECTHPOBAHHE.
0oTa ¢ aBTOMaTHUYecKoOH olleHKoil|Hag padora SBA (Skills|Buinoausemes ¢ kiacce noo
pesynmeratoB  PT SBA (Packet|Based Assessment). Buinon-|xonmponem mnpenooaeame-
Tracer Skills Based Assessment), |Hsenics Ha pearvHom 060-|1A.
Boinonnsaemcsa camocmoamensto @ HF&OGGHHH.
cpeoe Packet Tracer
TpeHnnpoBouHoe (HHATBHOE Te-
crupoBanue (Practice Final Exam)
PK2 |KommiekcHasg na0oparopHad pa-|KommnekcrHas mabopaTop-|(PHHAIBHOE TECTHPOBAHHE.

Boinonnaemca e knacce 1noo
KOHImpoaem Hpenooaeanie-
7.
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Cnaya KOMIBIOTEPHBIX TECTOB B paMKaxX pPYOEKHBIX KOHTPOJIEH MOXKET
OCYHIECTBIISITBCS HE Oojee JAByX pa3, W HeoOXoauma i MOJTy4YEHHUs
opumanbHbIX cepTUPUKaToB KomMnaHuu CiscO O MPOXOXKACHUH OOYYEHHs IO
nporpaMmme «CCNA R&S» CeteBbix akagemuii Cisco. Ilo uroram ycrnemHon
cnaun tectoB (O6osiee 80% MpaBUIBHBIX OTBETOB) CTYJEHTHI (CIYIIATEIN) MOTYT
JOTIOMHUTENIBHO TMOJYYUTh CIEUHUaIbHOE MO3apaBuTesbHOe nmucbMo oT Cisco,
MOATBEPXkKAAIOLIEe UX OOJIbIINE YCIEXH.

CamocTosiTeIbHBII KOHTPOJIb

CryzaeHTsl (ciymaTesin) UMEIOT BO3MOXKHOCTb IPU CAMOCTOATEILHOM, B TOM
Yuclie U BHEAYJUTOPHOM, HM3YYEHHMM HMHTEPAKTUBHOIO Yy4yeOHUMKa OTBeYaTh Ha
KOMITBIOTEPHBIE TECThl W KOHTPOJBHBIE BONPOCHI, MMEIOIIHUECS MOCIE KaKI0U
TJIaBBI (TEMBI).

BoABIIMHCTBO TpaKTUYECKUX 3aJaHHM, KOTOpbIE MpeAHa3HAYEHBI Jis
CaMOCTOSITEJILHOTO BBIMIOJHEHUS, TaKXKe COJAEpX AT KOHTPOJIbHBIE BOIMPOCH U
yIpaXHEHUsI, a BUPTyaJbHbIE JIAOOpAaTOpPHBIE pPaOOTHI CIENUATU3UPOBAHHOM
KOMIIBIOTEPHOM cpejie JUlsl MPOCKTUPOBAHUSI, MOJCIMPOBAHUS pabOThl U aHAIIM3a
KOMIIBIOTepHBIX ceTelt Packet Tracer mo3BoJIIIOT MPOKOHTPOIUPOBATH YMEHUS U
HaBBIKU.

HUTOroBbI KOHTPOJIb.

[IpoBepka NPAKTUYECKUX HABBIKOB, TECOPETHYECKMX 3HAHUM M yMEHUU
JIOJI’KHA OCYIIECTBIISITHCS IO pe3ysibTaTaM TeKYIEro U pyOeKHOTO KOHTPOJIS.

B cocrtaBe yueOHO-METOAMYECKOTO OOECNEYeHHs] MUCIMILTUHBI HMEIOTCS
CHeIUaNbHbIE CPECTBA ISl OCYIIECTBICHUS! 0aUIbHO-PEHTHHTOBOTO KOHTPOJISI U
pacyeTa npeABapUTENbHBIX I UTOTOBBIX OLIEHOK.

[lo  ymomuanuro  wHPOpPMAIMOHHAs  CHUCTeMa,  JIOCTyNMHas IS
3apEruCTPUPOBAHHBIX MPEINOJABATENIEH Kypca, YUUTHIBAET PE3yJIbTAThl CAAUYU BCEX
KOMITHIOTEPHBIX TECTOB U UTOTOBOM MPOBEpOYHOM padoThl. [IpenonaBaTens numeer
BO3MOXHOCTh YCTAHOBUTH KOA(DPUIMEHTH 3HAYMMOCTHU [UJISI KaXKIOTO BHIA
y4eOHOW Harpy3ku, a Takke J00aBUTh HOBBIC XapaKTEPUCTHKU (HAIIPHUMED,
MOCEIAEMOCTh JIEKIIMM, AKTUBHOCTh HA NPAKTUYECKUX 3aHATHUIX, KayeCTBO
BBHITIOJTHEHUS JTAOOPATOPHBIX U MPAKTUUECKUX 3aHATUH U JIp.).
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