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AHHOTALIMSA
MPOTPAMMBI YYUEBHOMN JUCHMITIJIMHBI
OI1.17 KOMILUIEKCHOE OBECNIEYEHUE UH®OPMALIMOHHOM
BE30OMACHOCTHU

ey 1 321244 y4eOHOI JUCUUIINHBI:

Henb u3yyeHusi IMCUMILVIMHBI 3aKIII0YAETCS B MOJYYEHUU O00YUYaIOIIUMHUCS
3HaHUM U yMEHUH B 00J1acTH HH(POPMAIIMIOHHON O€30IaCHOCTH.

3agaum JUCUMILVINHBI:

dopMHUpOBaHUE Yy CTYACHTOB YETKOIO MPEJCTaBICHUS O TUNAX KaHaJOB
yTeUKH UHPOpPMALINH;

dbopMHUpOBaHUE y CTYJEHTOB YETKOrO IMpEACTaBlieHUs 00 amnmapaTHbIX
yrpo3ax LeJ0CTHOCTH UH(pOpMaLnK;

dbopMHUpOBaHUE Yy CTYIEHTOB YETKOrO IMPEJCTABICHUS O MPOTrpaMMHBIX
yrpo3ax 0e30MacHOCTH MHPOpPMAIINH;

MOJIy4eHHE KOMIUIEKCHBIX 3HAaHUM 0 MOJIeNIAX O€30MacHOCTH;

MOJIyYeHHE KOMIUJIEKCHBIX 3HAHUM O CHCTEeMax M CpPEeJCTBaX MNapOJIbHOU
3aIlUTHI;

MOJICOTOBKA CIEIMAIMCTOB, YMEIOIMX MCIOIb30BaTh alfapaTHbie CPe/ICTBA
3alUThl HHPOpMALUHY;

HNOJArOTOBKA  CIELUUAINCTOB, YMEWOIIUX HCIOJb30BaTh IPOrpPaMMHBIE
TEXHOJIOTUHU 3aIUThl HUHPOPMAIUH,

OcHOBHBIE TUIAKTHYECKHE eIMHULBI (TEMBbI):

Tewma paznena 1. [Torstue nHpopMarmoHHON OE30MACHOCTH.

Tema pazgena 2. Yrpo3sl 6€30MaCHOCTH.

Tewma paznena 3. AHTUBHpYCHAs 3a1UTa HHPOPMAITUH.

Tema paznena 4. 3akonoaarensubiil ypoBenb Ub. Ctanmaptel B o6mactu Ub.

Tema paznena 5. AAMUHUCTPATUBHBIN YPOBEHh HHGOPMAITMOHHON
0e30macHOCTH

Tema paznena 6. OCHOBHBIE TPOTrPAMMHO-TEXHUYECKHE MEPHI.

Tewma paznena 7. TpaaulIMOHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI.

Tema paznena 8. CoBpeMeHHBIE CHMMETPUYHBIC KPUIITOCUCTEMBI.

Tema paznena 9. AcuMMeTpUYHBIE KPUITTOCUCTEMBI.

Tema paznena 10. AyrerTudukanms, aBTOpU3AIKs 1 AIMAHICTPUPOBAHHUE
JNEUCTBUN MOJIb30BATENS.

Tema paznena 11. Metonbl ayTeHTU(UKAIIMH, KCTIOJIB3YIOLIUE MapOIH

Tema paznena 12. DnektpoHHas 1udpoBasi MOIMUCH.

B pesynbTaTte ocBOCHUS TUCITUTUIMHBI 00YJaIONTUICS JOJIKEH YMETh!
— pacrno3HaBaThb OTKIOHEHHS OT HOPMAJIBHOTO peXHUMa padoTh
UH()OPMALIMOHHBIX CHCTEM M MPUHUMATh MEPbl O KOHKPETHOMY
JAArHOCTUPOBAHUIO ITPUYHUH OTKIIOHCHUH;



UCIOJIb30BaTh CPEICTBA YCTPAHEHUs pa3pylIAOMIMX MPOTrpaMMHBIX
BO3/ICUCTBUH;

UCI0JIb30BaTh MPOKCHU-CEPBEPHI;

UCIIOJIb30BaTh  CTAHJAPTHBIE  CPEACTBA  3AILUTHI  MHPOpPMaLUH
mu(ppoBaHUEM, B OCOOECHHOCTH, BCTPOECHHBIE B COBPEMEHHBIE
ofepalOHHBIE MIATHOPMBL;

IPUMEHSTh b exTuBHBIE CpelcTBa aAMUHUCTPUPOBAHMUS,
MOBBILIAIOLIME 3AIUIIEHHOCTh CUCTEMBI;

BbIOMpATh AHTUBHUPYCHBIE MPOTPaMMbl, COOTBETCTBYIOUIUE NPUPOAE
BEPOSTHBIX pa3pyLIAONINX MPOTPAMMHBIX BO3/IEHCTBHIA;

IPaMOTHO B3aMMOJIEHCTBOBATh C AJMUHUCTPATOPOM CHUCTEMBI H
UCIIOJIb30BaTh CPEJCTBA MPOrPAMMHO-AMNMAPATHOMN 3aLIUTHI.

B pPe3yjIbTaTC OCBOCHUA JUCIHUIIJINHBI 06}"1310]].[1412051 JOJI’KCH 3HATh.

THUIIBI KAHAJIOB YTCUKHU I/IH(i)OpMaI_II/II/I;

alrapaTHbIC YI'PO3bI HEJIOCTHOCTHU I/IH(l)OpMaIII/II/I;
IMPOrpaMMHBIC YI'PO3bI 0€e30IMacHOCTH I/IH(bOpMaIII/II/I;
MOACIN 6630HaCHOCTI/I;

CUCTCMBI U CPCIACTBA H&pOHBHOﬁ 3alllUThI,
alrapaTHbIC CPCACTBA 3alMUTHI I/IH(l)OpMaIII/II/I;
MPpOrpaMMHBIC TCXHOJIOTNH 3alIUTHI I/IH(bOpMaIII/II/I.

I/I3y‘-I€HI/I€ ,HaHHOﬁ JUCIHITINHBI HallpaBJICHO Ha JOCTHKCHHC
O6paBOBaT€HBHBIX, BOCITMTATCIIBHBIX MW IIPAKTHYCCKHUX 3ada4d, Ha I[ELTIBHGIZH.IG@
Pa3BUTUC JINMYHOCTHBIX CITOCOOHOCTEHN U I[EU'IBHGﬁHIGFO HpO(i)GCCI/IOHaJIBHOI“O pocTa
BBIITYCKHHKA — 6y,[1y111€1“0 cricguaancTra.
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1. O0mas xapakTepuCTHKA POrpaMMbl Y4eOHOM JMCUUIIMHBI

1.1. MecTO0 AMCHMIUIMHBI B CTPYKTYpe OCHOBHOI 00pa3oBaTebLHOM
NMpPOrpaMMabi:

[Iporpamma  y4eOHOM  AMCHMIUIMHBI  SBISIETCS.  YacTbl0 ~ OCHOBHOM
npodeccuoHalbHONW 0o0pa3oBaresibHONW mporpamMMmbl B cooTBercTBUU ¢ PI'OC mo
cnenuanbHoctu 09.02.07 «MHpopManmoHHbIe CUCTEMBI U TPOrPAMMHUPOBAHUE.

[Iporpamma  y4yeOHOW JUCUMIUIMHBI MOXET OBITh HUCIOJIb30BaHA B
npodeccuoHanbHON MOArOTOBKE PaOOTHUKOB B 00J1aCTH pa3pabOTKH MPOrpaMMHOIO
obecrieueHus: TPU HAIMYMU cpeaHero (mojHoro) oOmiero ooOpaszoBaHus. OMbIT
paboThl HE TpedyeTcs.

VYyeOHast OUCUUIUIMHA BXOAUT B OOIIENPOPECCUOHAIBHBINA UK, HUMEET
cBs13b ¢ aucuumimHaMu OI1.14. TIpoexkTupoBaHue U TEXHUYECKOE COMPOBOXKICHHE
kommbioTepHbIX ceteil, OIl.11. KommproTepHbIe ceTH, SBISETCS IUCIHMILTUHON,
3aKiaapIBaomied  0azy ISl TOCHEAYIOIIero M3ydeHus npodecCrOHaTbHBIX
moxynei [IM 03. [IpoektupoBanue, pa3paboTka U ONTUMHU3AIMS BEO-TIPUIIOKEHUN

1.2. Ieaxr ®W mIaHHUpyeMble Ppe3yJbTAaTbl OCBOCHHUSl Y4eOHOH
AUCHUNIHHBI:

Henab u3yyeHus: AMCUMILVIMHBI 3aKIII0YAETCS B MOJTYYEHUU 00YyUYaIOIUMUCS
3HaHWM U yMEHUH B 00J1acTH HH(GOPMAIIMOHHON O€30MaCHOCTH.

3agauu:

dbopMHUpOBaHUE Yy CTYACHTOB YETKOTO MPEACTaBICHUS O THUIAX KaHaJoOB
yTEUKH HWH(pOopMaIny;

dbopMHUpoBaHUE y CTYJEHTOB YETKOTO IPEACTaBICHUs 00 ammapaTHbIX
yrpo3ax 1ejl0CTHOCTH UH(OpMaInu;

dbopMHUpOBaHUE Yy CTYICHTOB YETKOIO MPEACTABICHUS O MPOTrPaMMHBIX
yrpo3ax 0e30MacHOCTH HHGOPMAIIUH;

MOJIy4eHHE KOMIUIEKCHBIX 3HAaHUM O MOJIENIAX O€30MacHOCTH;

HOJy4yeHHEe KOMIUIEKCHBIX 3HAaHUH O CHCTEMax U CpeACTBaxX MapOJIbHOM
3aIlUTHI,

HOJArOTOBKA CIEHUANINCTOB, YMEIOIINX UCIIONIb30BaTh alnapaTHbIe CPECTBa
3amUThl HHPOPMAIIUH;

HOJArOTOBKA  CIEHUAINCTOB, YMEIOIIUX HCIOJB30BaTh IPOrpPaMMHBIE
TEXHOJIOTUHU 3aIUTHl HHPOPMAIUH,

Kon HanMeHoBaHHe 001X KOMIIETEHIIHI

OK 01. Bri6upats ciocoOsl pemeHus 3a1ad NpopecCUOHANbHOM e TeTbHOCTH,
IIPUMEHNUTEIBHO K Pa3JIMYHBIM KOHTEKCTAM.

OK 02. Ocy1ecTBIATh NOUCK, aHATTU3 ¥ HHTEpIpETaluio HHPOpMaLUK, He0OOX0AUMOH [u1s
BBITIOJIHEHUS 33/1a4 TPO(eCCHOHATIbHON IS TEIbHOCTH.

OK 03. [InanupoBaTh U pealn30BbIBaTh COOCTBEHHOE MPOPECCHOHATBHOE U TMYHOCTHOE
pa3BUTHE.

OK 04. PaboTaTh B KOJIJIEKTHBE U KOMaHAe, 3PPEKTUBHO B3aUMOJICHCTBOBATh C KOJUIETaMH,
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PYKOBOJICTBOM, KJIINEHTaMH.

OK 05.

OcyliecTBIIATh YCTHYIO U MUCbMEHHYIO KOMMYHHUKAIIMIO HA TOCYIapPCTBEHHOM
SI3BIKE C YUETOM OCOOCHHOCTEH COIMAILHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06.

[IposBSTH IrpaaaHCKO-NATPUOTHYECKYIO TIO3ULUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MIOBEICHUE HA OCHOBE TPAJUIIMOHHBIX 00II€UEIOBEYECKUX IEHHOCTEN, IPUMEHSATh
CTaHJIapThl aHTUKOPPYHIIMOHHOT'O IOBEJICHUSI.

OK 07.

ConieficTBOBaTh COXpAaHEHUIO OKPYXKAIOIIECH Cpelibl, pecypcocOepexeHuIo,
9 PEKTHBHO AEHCTBOBATH B UPE3BHIYANHBIX CUTYAIIUSX.

OK 08.

Hcnonp3oBath cpeacTBa GU3NIECKON KYIBTYPHI AJIsi COXPAaHEHHS U YKPETUICHUS
3JI0pOBbS B IIpoLECCE NIPOPECCUOHATBHON IEATEIHOCTH U MO JIEPKAHUS
HE00X0IMMOT0 YPOBHS (pU3MUECKOM MOATOTOBIEHHOCTH.

OK 09.

Wcnonb3oBath nH(GOPMaMOHHBIE TEXHOJOTUHU B IPO(ECCHOHAILHOM IS TEIIbHOCTH.

OK 10.

[Tonb3oBarbes MpodeccnoHalbHOM TOKyMEHTaluel Ha rOCy1apCTBEHHOM U
HWHOCTPAHHOM S3bIKaXx.

OK 11.

Hcnonb3oBath 3HaHUS 110 PUHAHCOBOM IPaMOTHOCTH, IJIAHUPOBATH
MPEANPUHIMATEIBCKYIO ACSITEIILHOCTh B TPO(ecCuoHaNbHOM cdepe

HaumeHoBaHue npogecCHOHANbHBIX KOMIIETEHIM

[IK 4.4.

O6ecnieunBaTh 3aIUTY TPOTPAMMHOTO 00ECIIeUeHHUsT KOMITBIOTEPHBIX CUCTEM
MPOrPaAaMMHBIMH CPEICTBAMU

I[IK'11.6

3amumars nHGopMaiuio B 6a3e JAHHBIX C UCTIOJIB30BAHUEM TEXHOJOTUH 3AIUThI
nHdopmanuu

JInuHOCTHBIE pe3yJIbTaThl

JINYHOCTHBIE Pe3yJibTAThI Koa muHoCTHBIX
peanu3aluyM NporpaMMbl BOCIUTAHUS pe3yJbTaToB
(Oeckpunmoput) peajau3anuu
NPOrpamMMmbl
BOCIIUTAHUS

OCO3HaIOHlPII>'I cebs IpaxaIaHMHOM U 3allITUTHUKOM BEJIIMKOM CTPAHBI. JIP 1

[IposiBsiromuii aKTUBHYIO IpaxJaaHCKYIO MO3UIIHIO,
JEMOHCTPUPYIOIIUNA MPUBEPKEHHOCTh NPUHLMIAM YECTHOCTH,
MOPSIIOYHOCTH,  OTKPBITOCTH, OSKOHOMHMYECKH  AaKTUBHBIM H
Y4acCTBYIOIIUI B CTYJICHYECKOM u TEPPUTOPHUATILHOM JIP 2
CaMOyTpaBlIeHUH, B TOM YHCJIE Ha YCJIOBHSIX JOOPOBOJIHUECTBA,
MPOJIYKTUBHO  B3aUMOJCHCTBYIOIIMHA W Y4YacTBYIOUIMI B
JeSITeNIbHOCTH OOIIECTBEHHBIX OPraHu3alHi.

CoOnromaromuii  HOpMBI  NPABOIOPsAAKA, CIEAYIOIUN HUaeanam
IpaXkJlaHCKOro oO1ecTBa, olecredeHuss 0€30IacHOCTH, MpaB U
cBoOo rpakaad Poccun. JIosbHBIN K yCTAaHOBKAaM U MPOSIBIICHUSM
npejcTaBuTeNiell  CyOKyNbTyp, OTJIMYAIOLUIMM HX OT Tpymm cC JP 3
JNECTPYKTUBHBIM U JI€BUAHTHBIM MOBEACHUEM. J[EMOHCTpUPYIOLIUI
HEINPUATHE U NPEAYIPEKAAOMMNN COUUAIBHO ONIACHOE IMOBEICHUE
OKpYXKaIOLUX.




2. CTPYKTYPA U COJAEP)KAHUE YUEBHON JUCIUILJINHBI

2.1. O0bem yueOHOM JMCHUIIMHBI M BUABI Y4e0HOH padoThl

Bua yueOHo# paGoThl

O0beM yacoB

MaxkcuMaJjibHasi ydeOHasi HArpy3ka (Bcero) 128
O0bem  oOpa3oBaTejbHOH  HmporpaMMmbl  y4yeOHOW  JUCHUILIMH 108
(aynuTopHasi HAarpy3Ka o0y4arouuxcsi)

B T.4.:

JIEKIIMOHHBIE 3aHATHS 52
[MPAKTHYECKHUE 3aHATHS o4
B T.4. IPAKTHYECKAasl MOATOTOBKA 28
KypcoBast paboTa (ITpoeKT) 0
CamocrosiTesibHasi padoTa 20
Hrorosas arrecraums (qud.3auer, 3a4eT, TECT WU IK3AMEH) 2




2.2. TemaTuyecKkHid IUVIAH M colepkaHue y4deOHOM aucuuIIMHbI «KommiexkcHoe oOecrniedyeHue MHGOPMALMOHHOM

0e30macHOCTH
HaumenoBanue | Copaep:kaHue y4eOHOro MaTepuaJia, NPAKTHYECKHE 3aHATHS, BHeayauTopHass O0bem Koawbl
MOaYyJIeld, pa3aesaoB| (camocTosiTe/ibHAsSA) yueOHast padoTa 00y4yaromuxcs u GopMbl OPraHU3alUM| Yacax| KOMIETeHIUH |
TE€M MPOrpaMMbl JAeATeJIbHOCTH JIMYHOCTHBIX
pe3yJbTaToB,
(popMupoBaHUK
KOTOPbIX
CIoco0CTByeT
IJIEMEHT
NMpPOrpaMmaI
1 2 3 4
Tema 1. [loussiTue |(Comeprkanue 6 OK 1-11.
HH(pOPMAUHOHHOH (1. OcHOBHBIC IOHATHSA B 00J1aCTH HHPOPMALIMOHHON 6e30macHOCTH. OCHOBHBIE MPHUHIIMIIBI K 1.6
0e3omacHoCTH MHQOPMAIMOHHO# 6€30MaCHOCTH: IIENOCTHOCTh, KOH(GHICHINAIBHOCTD, TOCTYITHOCTb. 2 JIP1-JIP3
2.MeTob1 3anTuThl HHPOpPMaUU B UHPOPMAITMOHHOH CHCTEME.
IIpakTHYeckoe 3aHATHE
1. TlpoBeneHue aHanm3a WHPOpPMAIMM HA TPEAMET IEJIOCTHOCTH, KOHQHICHIMAIHLHOCTH, 4
TOCTYITHOCTH
CamocrosiTesqibHast padora:
Cucremarndeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, Y4eOHOW W CIEIHAIBHOW TEXHUYECKOU 2
TUTEepaTyphI
Tema 2. Yrpo3sl  |[Coanep:xanue 10 OK 1-11.
OezomacHoCcTH 1.Yrpo3bl uHPOPMAIIMOHHOM O€30MaCHOCTH: KiacCU(UKALUN, ICTOYHUKU BO3SHUKHOBEHUS U 11K 4.4
yTH peaan3alyy. JIP1-JIP3
2.CaHKIIMOHUPOBAHHBIN U HECAHKITHOHUPOBAHHBIN JOCTYI K TaHHBIM. BuIbI
HECAaHKIIMOHUPOBAHHOTO NOCTyNa K nHGopmanuu. CpecTBa U MEXaHU3MBbI 3aIIUThI OT 6
HECaHKIIMOHHUPOBAHHOTO JOCTYIIA.
3.Knaccugukamus yrpo3 nHpopMaioHHoi 0€301acHOCTH.
4.Moienb HapyIIuTems
IpakTHyecKoe 3aHsITHE 4




1. AHanmu3 UCTOYHMKOB, KAHAIOB PACIIPOCTPAHEHUS M KAHAJIOB YTEUKHU WH(POpMAIUU
2. [Toctpoenne Moaenu noTeHnuanbHoro Hapymutens NC

CamocrosiTesibHast padoTa:
Cucrematndeckass mpopabOoTKa KOHCIIEKTOB 3aHATHH, y4eOHOW W CHEIHAILHOW TEXHUYECCK(
JTUTEpPaTyphbl

Tema 3.
AHTHBHpPYCHAs
3alUTa HHPOPMALHMHU

Conepxanue

1. IloHATHE KOMIIBIOTEPHOTO BUPYCA, CYIIHOCTh U BO3MOXHOCTH mposiBiieHus. Kiaccudpukanuu
KOMITBIOTEPHBIX BUPYCOB. CTPYKTYpa COBPEMEHHBIX BUPYCHBIX ITPOTPAMM.

2. OcCHOBHBIE METOABI M CpEACTBA 3alIUTHl OT BO3JEHCTBUS KOMIIBIOTEPHBIX BHPYCOB.
CoBpemMeHHbIE TaKeThl AHTHUBUPYCHBIX MpPOrpaMM. XapakKTEPUCTUKHM U  BO3MOKHOCTH
[IPUMEHEHHUS

IIpakTHYecKoe 3aHATHE
1.M3y4yeHre cOBpeMEHHBIX METO/I0B aHTUBUPYCHOM 3allIUThl HHPOPMAIUH

CamocrosiTesibHas padora:
Cucremarndeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, y4eOHOW W CIEIHAIBbHOW TEXHUYECKOU
TUTEpaTyphl

OK 1-11.
I[IK4.4,1IK 11.6
JIP1-JIP3

Tema 4.
3aKkoHOAATENLHLIN
ypoBenb Ub.

CrangapTtsl B 00J1aCTH
ub

Conep:xanue

18

1.IlonsiTHE OpraHN3allMOHHO-TIPABOBOM 3aIIUTH HHGOPMAITIH
2.OCHOBHBIC PErIIaMEHTHPYIONINE JOKYMEHTBI 10 3alIUTe HHPOPMALIUU
3. O0630p cranmapToB B 00JaCTH MHHOPMAITMOHHON OE30MTaCHOCTH

I[IpakTUYeckoe 3aHATHE

1. Ananu3 [loxtpunsl nHpOpManmonHo# 6e3omacHoctu Poccuiickoit denepammm.

2. Anamu3z @enepanpHoro 3akoHa No 149-®3 «0O6 wundopmanuu, WHGOPMALUOHHBIX]
TEXHOJIOTUSX U O 3aIUTe HHPOPMALIII.

3. Ananus ®enepanbaoro 3akoHa Ne 152-D3 «O nepcoHabHBIX JaHHBIX.

4. Anaim3 ®enepanpHoro 3akoHa Ne 63-D3 «O0 AIEKTPOHHON TOAIMHCH.

5. Anainms ®@epnepanbHoro 3akoHa Ne 5485-1 «O rocynapcTBEHHOM TaitHe».

6. Anamu3 IlocranoBinenue npaButenbctBa PO Ne 1119 «OO6 yrBepkaeHuu TpeOOBaHHM K
3al[UTe TMEepPCOHANBHBIX JaHHBIX TMPH HX 00paboTke B HH(POPMAIMOHHBIX CHCTEMaX
[ePCOHANBHBIX TAHHBIX).

12

CamocrosiTesbHast padora:
Cuctemaruueckasi mpopabOTKa KOHCIEKTOB 3aHATHH, Y4eOHOH M CHelMalbHON TEeXHMYECKOU

TUTEepaTyphl

OK 1-11.
IIK 11.6
JIP1-JIP3
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Tema 5. Conepxanue 10 OK 1-11.
AJIMUHUCTPATUBHBIN ||, [TonuTrka 0€30MaCHOCTH 6 IIK 4.4,1IK.11.6
YPOBeHB 2. IIporpamma 6e30macHOCTH JIP1-JIP3
HHGOPMANMOHHON |3, CUHXPOHM3ALKS IPOrPAMMBI GE30IIACHOCTH C KM3HEHHBIM IIUKJIOM CHCTEMBI
OesomacHocTH 4.Yropasienue mnepcoHagoM, ¢u3MUecKas 3alluTa, MOoJJepKaHue paboToCroCOOHOCTH,
pearupoBaHue Ha HapyllleHue 0e30MacHOCTH, IIIaHHPOBAHUE BOCCTAHOBUTEIIBHBIX pabOT
[IpakTHueckoe 3aHATHE 4
1. Tloctpoenue KoHIENIIUU UHOOPMAITMOHHON 0€30TTaCHOCTH MPETPUATHS
2. [TponietypHBIi ypOBEHD 3alTUTHI OPraHU3aIMy B 00J1aCTH HHPOPMAIMOHHOHN 0€3011acHOCTH
CamocrosiTesibHasi padora: 2
CucremaTnueckass npopaOOTKa KOHCIEKTOB 3aHSTHUN, y4eOHOW M CHEeNHMaTIbHOM TEeXHHUYECKOU
TUTEpaTyphl, MOATOTOBKA K 3a4ETy.
Tema 6. OcHoBHble |CoaepikaHue 6 OK 1-11.
nporpaMmmMHoO- 1. [TonsiTHE TpOrpaMMHOM, annapaTHONW U TEXHUYECKOH 3alIUThl HHPOpMAIII 2 1K 4.4
TeXHHYECKHe MePbI 2. MeToIbl annapaTHOM, TPOrPaMMHOM U TEXHUYECKOMN 3alIUThI HHPOPMALHH JIP1-JIP3
I[IpakTHYecKoe 3aHATHE 4
1. Pa3paboTka MOeNIN 3aIIUTHI
2. Be100p OCHOBHBIX MEXaHHU3MOB M CPEICTB oOecreueHust 0€30MmacHOCTH nH(OpMaIuu
CamocrosiTesibHasi padoTa: 1
Cucremarndeckasi mpopaboOTKa KOHCIEKTOB 3aHATHH, Y4eOHOW W CIEIHAIBHOW TEXHUYECKOU
TUTEpaTyphl, MOATOTOBKA K 3a4ETy.

Tema 7. Coneprxanue 10 OK 1-11.
Tpaguumonubie 1. Ilonstne mudpa. McTopus BOZHMKHOBEHUS M MPUMEPHI MpocTermux mudpos. OTimuune 6 11K 4.4
CHMMETPUYHBIE  |mu@pa OT KOJa, IOHATUE KIIIOUa. JIP1-JIP3

KpUOTOCUCTEMBL. 2 . [[ludpsl mepecTaHOBKH: MU(PYIOIINE Ta0IUIIbI, IPUMEHEHHE Marn4eCKUX KBaJpaToB.
3.1Iudpsr npoctoit 3aMeHbl: cucreMa mudpoBanus Llezaps; apdunHas cucreMa MoACTaHOBOK
Llezapsi; cucrema llesaps c¢ kimoueBbIM cinoBoM; Mmudpyromue Tabnuubsl Tpucemyca;
ourpammubiid mudp Ineidepa; kpunrocucrema Xuia.
4.11Iucpsl cnoxHOM 3aMeHbl: cucTeMa mudpoBaHus Bikunepa; mmdp «1BoiHON KBagpaT»
YUTCTOHA; 0JTHOpa30Bas cucTeMa mudpoBaHus; mMdpoanue MetoioM BepHama
[MpakTuyecKoe 3aHsTHE 4
1. HIudp Liesaps
2. llu¢pp Buwxenepa
CamocrosiTesbHast padora: 2
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Cucrematndeckass mpopabOoTKa KOHCIEKTOB 3aHITUN, YUeOHOW M CHECIHATLHOW TEXHUYECKOU
JTUTEepaTyphl, IOJTOTOBKA K 3a4ETYy.

Tema 8. CoBpemeHHBbIE
CHUMMeTPUYHbIE
KPHUITOCHCTEMBIL.

Conepxanue

1.Amepukanckuii crangapt mmdposanus DES. Pexxumer padoter DES: «9nexTpoHHas koaoBas
kauray, «Creruienne O0nokoB mudpa», «O0patHas cBs3p mo mudpy»; «OOpaTHas CBs3b 1O
BbIXO1y». OOmactu npumenenus anroputma DES. KomOunupoBanue 6J0YHBIX alrOPUTMOB.

2. OteuectBeHHbI cTangapT mudposanus naHHbX ['OCT 28147-89. Pexxumbl paboThl: peskxum
[IPOCTOI 3aMEHBI, PEXUM TaMMHPOBAHUS, PEKUM FaMMHUPOBAHUS C OOpaTHOH CBSA3bIO, PEKUM
BbIPAOOTKM UMHUTOBCTaBKH.

IIpakTHYeckoe 3aHATHE
1. HIudp DES
2. ludp TOCT P 28147-89

CamocrosiTesibHas padora:
Cucremarndeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, y4eOHOW W CIENHAIBHOW TEXHUYECKOU
TUTEpaTyphl, MOATOTOBKA K 3a4ETy.

OK 1-11.
1K 4.4
JIP1-JIP3

Tema 9.
AcuMMeTpHYHbIE
KPHITOCHCTEMBI.

Conep:xanue

1.KoHuenuus # CTpyKTypa KpUITOCHUCTEM C OTKPBITHIM KiII04oM. OJHOHAIpaBlIeHHBIE
byHKINH.

Kpunrocucrema mudpoBanust manHbpix RSA: mponemypsl mudpoBaHus u pacmudpoBaHUs,
OBICTPOACHCTBUE U O€30TIaCHOCTD.

2.KoMOMHUPOBaHHBIN METO ] IIU(PPOBAHKS

3. IIpoTokos oomeHa kirouamu uddu-Xenamana

I[IpakTHYeckoe 3aHATHE
1. llIudp RSA

CamocrosiTesibHas padora:
Cucrematnueckas mpopabOTKa KOHCIEKTOB 3aHSTUN, YyUeOHOW M CHEeNHaTbHOM TEeXHUYECKOU
TUTEPaTyphl, MOATOTOBKA K 3a4eTy.

OK 1-11.
IIK 4.4
JIP1-JIP3

Tema 10.
AyTreHTHQUKALAS,
aBTOpHU3aNus U
aIMHHHUCTPHPOBaHHE
AeHCTBUHI
M0JIb30BaTeJIsl

Conep:xanue

1. Tlonstue wuaeHTUUKAIMM, ayTeHTHU(UKALMU W aBTOpU3alUM. Bunsl ayreHTH(UKaLNU.
[loHsATHE aIMUHUCTPUPOBAHUS JEUCTBU MTOJIB30BATENS.
2. OCHOBHBIE aTaKH Ha IMPOTOKOJIbI ayTEeHTU(UKAIUH.

IIpakTHYecKoe 3aHATHE
1.Ucnone3oBanne mnporpammuoro mnpoxykra Dallas Lock, peammsyromero 3ammry ot HC/,
ayTEeHTU(UKALMIO U aBTOPH3ALHUIO.

OK 1-11.
IIK 4.4
JIP1-JIP3
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CamocrosiTe/ibHast padoTa:
Cucrematndeckass mpopabOoTKa KOHCIEKTOB 3aHITUN, YU€OHOW M CHEIHALHOW TEXHUYECKOU
JTUTEepaTyphl, IOJTOTOBKA K 3a4ETYy.

Tema 11. MeToanl
ayTeHTH(UKAIUMH,
HCNOJb3YIOIIHE
napoJm

Conepxanue

1. AyreHTH()UKaIIUK HA OCHOBE MHOTOPA30BbIX MapoJieit
2. AyreHTH(UKAMU Ha OCHOBE OJHOPA30BBIX MMapoIeh
3. Ayrentudukanun Ha ocHoBe PIN-koma

IIpakTHyeckoe 3aHsATHE
1. Anmunuctpupoanue Windows

CamocrosiTesibHasi padora:
Cucremarndeckasi mpopabOTKa KOHCIEKTOB 3aHITHH, y4eOHOW W CIENHAIbHOW TEXHUYECKOU
JIATEPATYpPHI, MOATOTOBKA K 3a4ETYy.

OK 1-11.
1K 4.4
JIP1-JIP3

Tema 12.
DJIeKTPOHHAS
uudpoBas NOANKCH.

Conep:xanue

1.Ilpo6bnembl  ayreHTHUKAUMKW  JAaHHBIX W DJEKTPOHHAass  UudpoBas  MOJIUCH.
OpHoHampaBieHHble  XdHI-QyHKUMK.  OJHOHANpaBi€HHbIE  XdUI-QYHKIMM HAa  OCHOBE
CUMMETPUYHBIX OJIOYHBIX aJITOPUTMOB.

2. AJNITOPUTMBI AJIEKTPOHHON IUGPOBOMA MOAMKUCH. AJNTOPUTM DJIEKTPOHHON TU(PPOBON TOATHUCH
RSA. OredectBeHHbIi cTanAapT x3ui-QpyHkuu. OTeuecTBEHHBIM CTaHIapT MU(PPOBON MOAMUCH

IIpakTHYeckoe 3aHATHE

1. Pabota ¢ cucremoii PGP

2. 3amuTa mporpaMM OT HECAaHKIIMOHMPOBAHHOTO MCIOJIb30BaHUs ¢ nomomisio USB-kimroueit u
[MPOTPaMMHOTO 00€CTICUeHHUS POU3BOIUTENSA

CamocrosiTesibHas padora:
Cucrematnueckass npopabOoTKa KOHCHEKTOB 3aHITUN, Y4eOHOW M CHEelHalbHOM TeXHUYECKOU
TUTEPaTyphl, MOATOTOBKA K 3a4ETYy.

IK3aMeH

OK 1-11.
[IK 4.4
JIP1-JIP3

Bcero

108
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3. YCJIOBUA PEAJIMBALIMUA ITPOT'PAMMBI AU CHUAIIIMHbBI

3.1. MaTepunanbHO-TeXHUYECKOe ol0ecrieueHme:

Peanuzauuss mnporpaMMbl  JUCHUIUIMHBL  TpeOyeT Hamuuus  JgabopaTopuid
CUCTEMHOI0 M MNPHUKJIAJAHOTO MPOrpaMMHUPOBAHUS, HH(DOKOMMYHHUKAIIMOHHBIX
CHUCTEM.

TexHuueckue cpeacTBa o0yueHus:

KOMIIBIOTEPHI, IPOEKTOP, KOMIUIEKT Y4EOHO-METOANYECKON TOKYMEHTAIUH.
Ob6opynoBanue yueOHOro kabmHera:

MOCaJ0YHbIE MECTA MO KOJUYECTBY O0yHArOIIUXCS;

pabouee MECTO Mpeno/IaBaTes;

y4eOHO-HarJIsHbIE TTIOCOOUSI.

TexHu4veckue cpeacTBa o0yueHus:

nporpaMmmHoe odecrieueHue oo1ero u npodeccuoHaabHoro HasHaueHus: Notepad,
opaysepnr Internet Explorer, Mozilla Firefox, Google Chrome, Apache HTTP
Server, PHP, MySQL, Virtual Box ¢ OC Ubuntu Linux.

3.2.AndopmanuonHoe obecnevyeHue peajgu3anum NporpamMmsl

Jns  peanuzanuu  mporpaMMbl  OMOIMOTEYHBIM (OHJ 00pa3zoBaTeIbLHON
OpraHu3alliy JIOJKEH UMETh MeYaTHbIe W/WIU 3JEKTPOHHBIE 00pa3oBaTesIbHbIEC U
UH(POPMAIIMOHHBIE  PECYpPChl,  PEKOMEHJlyeMble I  WCIOJB30BaHUS B
o0Opa3oBaTeIbLHOM MPOIIECCE.

3.2.1. O6s3aTesibHbIE EYATHbIE U3IAHUS

1. HecrepoB, C. A.HuadopmanmoHnHass Oe€30MacHOCTh : YYEOHUK U
NPAaKTUKYM JIJIsl cpeHero npodeccuonansuoro oopasosanus / C. A. HectepoB. —
M. : UzpatenscTBo FOpaiit, 2019. — 321 c.

2. byonoB A.A., Tlpxeropnunckuii B.H., Capunkua O.A. OCHOBBI
nHopManMoHHOU 6e3omacHoCcTH. —M.: Akanemus. 2018.

JlonmosiHuTeIbHBbIE TEYATHbIC U3AHUA (MONHCHO YKA3AMb):
1. baGamr A.B., bapanoBa E.K., Jlapun [.A. WudbopmanuronHas

6e3onacHocTh. Mctopus 3amuthl mHbopmarnuu B Poccun. — M.: U3marenscTBO
K1Y, 2020.-236¢.

2. benos E.B., Jloce B.II., MemepsikoB P.B., IllenymanoB A.A. OcHOBBI
nH(OpPMAITMOHHON 0e30MacHOCTH: Y4eOH. mocodue s By30B. - M: ['opsiyas nu-
Husi-Tenekom, 2018. - 544 c.: . Jlonymeno YMO Ub.

3. bapanona E.K., ba6am A.B. MadopmarmonHas 6€30macHOCTD | 3aIIUTa.
Yyebnoe nocobue. — M.: Uuda-M. 2020.

4. babamm A.B. HWuadopmanuonnas Oe3zomacHocTb. JlaGopaTtopHbiit
npaktukyMm (+CD) : yuebnoe mocobue / A.B. ba6am, E.K. bapanosa, [O.H.
MenbHHUKOB. — 2-¢ u3., crep. — M. : KHOPYC, 2019.
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5. bonmapes B.B. Bgegenue B uH(OpMalmoHHyr 0€30MacHOCTh
aBTOMAaTU3MPOBAHHBIX cUCTeM. Y4eOHoe mocobue. — M.: MI'TY um. baymana.
2016.

6. HecrepoB C.A. OcHoBbl HHGOpPMAIMOHHONW O€30MacHOCTH. YdeOHOe
noco6ue. — C-110.: Jlans. 2019.

7. llpxeropaunckuii B.H. OpranusanuoHHO-IpaBoBoe oOecreyeHue
uHpopmamoHHon 6e3onacHoct. —M.: Akanemus. 2020.

8. IIpockypun B.I'. 3ammra nporpaMm u JaHHBIX: Y4eOHOe mocoOue ass
BY3o0B. -M.: Akagemus. 2019.

9. Pommue 1O.A. HopmatuBHas ©6a3a u cTaHgapThl B 00JacTu
uHpopMaIMoHHON 6e3onacHocTU. YuyebHoe nocodue. — C-116.: M3a. Turep. 2018.

10. [Manbrun, B. @&. 3amwura wuHPOpMAUUM B KOMIIBIOTEPHBIX
cucreMax u cerax. JIMK IlIpecc, 2020.

3.2.3. UndopmManmoHHbIE PeCypPChI:

1 http://www.intuit.ru

2 http://habrahabr.ru/blogs/programming/
3. http://phpclub.ru/

4 http://www.webscript.ru/

15


http://www.intuit.ru/
http://habrahabr.ru/blogs/programming/
http://phpclub.ru/
http://www.webscript.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA

JUCHUATNIUHBI

KOHTpOJIB N OLCHKA PEC3yJIbTaTOB OCBOCHHA IUCHUILIMHBI OCYHICCTBIIACTCA

MpernojaBarejieM B IMPOLIECCE IMPOBEACHUS AayIUTOPHBIX 3aHATH,

B T. Y.

MPAaKTUYCCKHX 33,H$ITHI>1, TCCTUPOBAHUA U T.O., 4 TAKKC B IMPOHCCCE BBIITOJTHCHUA
O6y‘laIOH_II/IMI/IC$I HHAUBUAYAJIBHBIX U CaMOCTOATCIIbHBIX SaﬂaHHﬁ.

Pesynbrarel 00ydeHus

Kpurepun onenku

MeTtoanl OLIEHKH!

1.3HaHKe TUNIOB KaHAJIOB YTEUKH
nH(popMalnH.

2.3HaHue anmnapaTHbIX yrpo3
L[EJI0CTHOCTH MH(pOPMALUU.
3.3HaHue NpOorpaMMHBIX YTPO3
0€30MacHOCTH HH(POPMALIHH.
4.3Hanne MoIenn
0€30MMacHOCTH.

5. 3HaHUE CUCTEM U CPEJICTB
MMapOJbHOM 3alUTHI.

6. 3HaHUeE amnmapaTHbIX CPEJICTB
3alUThl HHQOPMALIUH.

7. 3HaHUE MPOTPAMMHBIX
TEXHOJIOTUH 3alUThI
nH(pOpMaITnH.

1.YMeHue pacnio3HaBaTh
OTKJIOHEHUS OT HOPMAJIBHOTO
pexuMa paboThI
MH(GOPMALIMOHHBIX CUCTEM U
IIPUHUMATh MEpBI 110
KOHKPETHOMY
JMarHOCTUPOBAHUIO IPUUMH
OTKJIOHEHUIA.

2.YMeHue UCNOob30BaTh
CpeACTBa YCTPAaHEHUS
pa3pyLIAOIIMX IPOTPAMMHBIX
BO3JIeICTBHH.

3.YMeHue ucnonb30BaTh
IIPOKCU-CEPBEPBI.

4.YMeHue ncnosb30BaTh
CTaHJAPTHBIE CPEJICTBA 3aLUTHI
uHpopManuu mudpoBaHueM, B
0COOEHHOCTH, BCTPOEHHBIE B
COBpPEMEHHbBIE ONIEepallMOHHbIE
I1aT(HOPMBI.

5. YMeHue NpUMEHATh

s deKTUBHBIE CPEICTBA
aJIMUHUCTPUPOBAHMS,
MOBBIIIAOLINE 3ALTUILEHHOCTD
CHCTEMBI.

6.YMeHue BbIOUpaTh

OTAM4HO» -  TEOPETHYECKOe
COJIepKaHWe Kypca OCBOCHO
MOJHOCThIO, 0€3  TmpoOeos,
YMEHHSI CPOPMHUPOBAHBI, BCE

MPEIYCMOTPEHHBIE MPOrpaMMON
ydeOHbIE 3a/JlaHUsl BBIMOJTHEHBI,

Ka4yeCTBO nux BBITIOJIHCHU L
OIICHEHO BBICOKO.

«Xopouio» - TEOPETHYECKOE
COJlepKaHWe Kypca OCBOCHO
MOJIHOCThIO, 0€3  TmpoOenos,
HEKOTOpHBIE YMEHUS
chopMupoBaHbl HEJOCTATOYHO,
BCE PeyCMOTPEHHbIE

IporpaMMoil yueOHbIe 3aJaHus

BBITIOJTHEHBI, HEKOTOPBIC BHJIBI
3a1aHuil BBITIOJIHEHDI c
OILIMOKaMU.

«Y TOBJIETBOPHUTEIILHOY -
TEOPETUYCCKOE COJIepIKaHuE
Kypca OCBOCHO 4YacCTHYHO, HO
poOeIIbI He HOCSAT
CYIIECTBEHHOTO Xapakrepa,
HE0OX0UMBbIE YMEHUS pabOThI C
OCBOCHHBIM  MaTe€pHalioM B
OCHOBHOM c(hOpMHPOBAHEI,
OOJBIIMHCTBO
MPEeyCMOTPEHHBIX MPOrPaMMOit
oOyueHuss y4eOHBIX 3aJaHH
BBITIOTHEHO,  HEKOTOpbIE U3
BBITIOJHEHHBIX 3aJaHui
COJIepIKaT OLIUOKHU.

((HCy,Z[OBJ'IGTBOpI/ITCJ'ILHO » -

TCOPCTUYICCKOC COJCPpIKaHUC
KypcCa HC OCBOCHO,
HGOGXO,Z[I/IMLIG YMCHUHA HC

YCTHBIN OITPOC
TECTUPOBAHUE

BBIIIOJIHCHUEC
I/IHI[I/IBI/II[yaJ'H:HI)IX
3aJlaHui pa3IuyHOU
CIIOKHOCTU

OIIEHKa OTBETOB B XO/I€
ABPUCTUYECKOU
Oecenpl,

OIICHKA JOKJIA[0B 110
TEMATHUKE

MOArOTOBKA
Mpe3eHTalMI
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AHTUBHUPYCHBIE ITPOTrPaMMBI,
COOTBETCTBYIOIIME IIPUPOJIE
BEPOSATHBIX pa3pyLIAOIIAX
MPOrPAMMHBIX BO3JICUCTBUIA.
7.YMeHue rpaMoTHO
B3aMMO/JICHCTBOBATH C
aAMUHUCTPATOPOM CUCTEMBI U
HCIIOJIb30BATh CPEACTBA
IPOrpaMMHO-aNIapaTHON
3aILUTHL.

c(OpMHUPOBAHbI, BBINOJTHEHHBIC
yueOHbIe 3aJaHus  COZIepXKar
rpyObie OIINOKH.
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